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l. Introduction

This is the first biennial report of the Maryland Cybersecurity Council to the General Assembly.
It discusses the status of the recommendations that the council publishédiiraitactivities
Report



$V SDUW RI WKLY UHSRUW LW LV LPSRUWDQW WR QRWH WKD
DFFRPSOLVKHG E\ RWKHU VWDWH DJHQFLHVY 7KH ODZ GLUHFV
comprehensive plan to ensure a coordinated and adaptable response to and recovery from

F\E H UV HF X U t AVtheDivethB EoNn¢il was created, the state had already begun this

effort. TheState of Maryland Cyber Disruption Plavas finalized after a cross-agency exercise

in 2016 and was signed by the executive director of the Maryland Emergency Management

Agency (MEMA) and the acting secretary of DolT in 2017.

While the completion of th€yber DisruptionPlan is a significant milestone, one of the
FRXQFLOTV Q HiZe Fake @ RvHith@h¥ stadé government is investing in its core
cybersecurity capabilities. State governments and their agencies hold volumes of personal data
and business information, provide services, and play a critical role in responding to
emergencig® State chief security officers identify insufficient funding, inability to recruit
cybersecurity professionals, lack of visibility within the enterprise, and the increasing threat
sophistication as among their top challenges in addressing network securify Aisksent

report notes that the federal, state and local governments in the United States are ranked at the
bottom when compared with 17 major industries across a variety of cybersecurity fnetrics.
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Cyber Operations and Incident Response Subcommittee

Subcommittee Objectives
Recommend best practices for monitoring and assessing cyber threats and responding to cyber
attacks or other security breaches thereto
x Create or enhance shared awareness of cyber vulnerabilities, threats, and incidents
within the state
X Recommend best practices for developing comprehensive state strategic plan to






Subcommitte®embers

x Chair: Jonathan Katz, PhD, Director, Maryland Cybersecurity Center and Professor,
Department of Computer Science, University of Maryland, College Park

x Shiva Azadegan, PhD, Director, Computer Science, Towson University

x Stewart Edelstein, PhD, Executive Director, Universities at Shady Grove, University
System of Maryland

X Henry J. Muller, Director, Communications-Electronics Research, Developmentand
Engineering Center, U.S. Army, Aberdeen Proving Ground



Subcommitte®embers
x Chair: Sue Rogan, Director, Financial Education, Maryland CASH Campaign
X Anton Dahbura, PhD, Executive Director, Information Security Institute,
Johns Hopkins University
x Jayfus Doswell, PhD, Founder, President, and CEO, The Juxtopia Group, Inc
Larry Letow, President and CEO, Convergence Technology Consulting

x Carl Whitman, Vice President, Instructional and Information Technology and Chief
Information Officer, Montgomery College

x

Council Staffing

The University of Maryland University College (UMUC) is the staffing agencyhfeMaryland
Cybersecurity counci* The university has been designated as a National Center of Academic
Excellence in Information Assurance and Cyber Defense Education by the National Security
Agency and the Department of Homeland Security and as a National Center of Digital Forensics
Academic Excellence by the Defense Cyber Crime Center Academic Cyber Curriculum
Alliance.

. The & R X Q RQ1® R¥ commendations

The councilhas met six times since its inception in July 2&1Fhe goals of the initial year
(July 2015 +July 2016) were to appoint council members, to create subconswitteto
formulatea roadmap of initiatives on which the courweduld begin work. The result was 17
recommendations published in the coufidvitial Activities Report

2016 Recommendations



As part of its due diligence both to prepare its recommendations and to begin realizing them, the
councilarranged expert presentations at its meetings. These included briefings by Charles Ames,
DolT director of cybersecurity, and Colonel Shawn Bratton, commander of tHaling

Cyberspace Operations Group, Maryland Air National Guard. Likewise, the council organized
receptions in Annapolis in both 2016 and 2017 for legislators and their staff on the internet and
security-related issues. These respectively featured:

Vinton Cerf, vice president and chiefernet evangelist at GooglBr. Cerf noted that the
cybersecurity risks are mounting and that the efforts to address thodeasiskisot been
adequate. He emphasized that cybersecurity is both a public and private responsibility.



Law, Policy and LegislationSubcommittee

Recommendation 1. Cybersecurity First Responder Reserve

Status: Work Ongoing

The subcommitteeontinues to accumulate information to shape the concept of a reserve and to

inform the legislative proposal that may be necessary to implement it. This information includes

the activity of the Marylandc DWLR QDO *XDUGTV F\EHUrdeHEDWLRQV XQLV
Maryland Defense Forégthatis under the command of the governor and the operational control

of the adjutant general. It also has included discussions with MEMA.

MEMA has noted that its role in relation to a cyber first responder group would be the same as it
IS now with respect to other groups involved in an emergency response. Specifically, MEMA
would be the coordinating agency with DolIT as the lead ag®&uiy. has completed a full

incident response plan with MEMA participating in that effort. When a first responder group
would beactivated, it would have to be integrated into that plan.

Other points pertinent to establishiagyber first responders resemnelude the following:

X If the emergency involved private critical infrastructure, there would need to be coordination
with the private sector, since the state does not have direct control of private entities.

X The state does not have a list of specific public and private infrastructure entities falling
within the 16DHS critical infrastructure categories.

x If a first responder reserve is authorized and formed, MEMA will need additional funding to
manage or coordinate Now, 75 percent of MEMA's funding is from the federal
government.

x MEMA and DolT have exercised a cyber emergency (table top), but more exercises will
follow to identify gaps in communication, coordination, equipmanttechnical talent to
refine the plan and better prepare for its execution.

Recommendation 2. Updates to the Maryland Personal Information Protection Act
Products: SB 525/HR 974 passed in the 2017 session accomplishing key changes recommended
by the council

Status: Work Ongoing
ODU\ODQGYTV 3HUVRQDO ,QIR UiRpHstcd @ 2808RMWI tas\WhhAR@Xh& FW ZDV

first in the nation. ThLe WDW XWH GHILQHG 3SHUVRQDO LQIRUPDWLRQ™ W
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Recommendation 5: Inclusion of the NIST Cybersecurity Framawthk State IT Master Plan
Products: SB 286 was proposed but no legislative action taken in the 2017 session.
Status: Work Ongoing

The
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Based on its research, the subcommittee concluded that thehstale have in place a number
of building blocks before it can effectively participate in a multi-state cyber incident response
regime. While not losing sight of this recommendation, these building-block initiatives are
identified as new council recommendations in Section V.

Critical Infrastructure and Cybersecurity Framework Subcommittee

Recommendation 8. Educational Resoufoe<Lritical Infrastructure Owners and Operators
Products Resources curated for Cyber Resources and Best Practices Portal
Status: Work Ongoing.

In thelnitial Activities Reportthe subcommittee recommended the establishment of an
educational infrastructure to inform and support critical infrastructure owners and operators, as
well as other stakeholders, on cybersecurity maftéis.infrastructure willprovide resources to
Maryland critical infrastructure sectors and other stakeholders in the state. These information
resources are based on the latest cybersecurity trends, guidance, and best practices.

Based on this and other subcommittfesommendations, the council proposed that the state
edablish a public portahat will provide cybersecurity resources and educational materials to
critical infrastructure owners and operators and other stakeholders.

The subcommittee recommends that the portal include information on the following topics:

X General cybersecurity awareness
x Information sharing through information sharing and analygjarozations (ISAOSs)
X

13



currently being updated. Use of themmeworkis voluntary, but should be highly encouraged by
government. NIST has also developed@wade for Conducting Risk Assessmég8 800-30),
which is a highly valuable resource that critical infrastructure sectors may use. Private sector
critical infrastructure owners should also be encouraged to make useQritibed Infrastructure
Cyber Community C3 Voluntary Program, which

14






Department of Education (MSDE) has made progress in this area over the

16



available training and education opportunities. $Sthlecommittedelieves that these concern

are now being substantially met by NIST and its National Initiative for Cybersecurity Education
(NICE).

First, the NICE Initiative has producedNational Cybersecurity Workforce Framework

17



Stage 1: Startup (seed arelvdlopment)
Stage 2. Growth
Stage 3: Maturity
Stage 4: Expansion
o Stage 5: Decline and PossibleitEx
x To formulate incentives and investment ideas that might be translated into legislation.

© O 0O

Asset MapTool

While under active discussion within the subcommittee, this project was adopted by the
MarylandDepartment of Commerce which had independently been considering a similar idea.
Its asset map will identify resources across Maryland that could be leveraged by cybersecurity
firms at any point in their lifecycle, from start-up to maturity. This effort will identify
cybersecurity companies in the state; list their primary product and/or service; locate them;
indicate whether their primary customer is government, commercial, ordmatitollect other
pertinent facts. In addition, the map will show workforce pipeline sources such as college and
university cybersecurity degrees and programs]1K educational initiatives aimed at
cybersecurity skills and literacy, training programs, and apprenticeship programs.

18



for commercialization of these tools. Once again, the subcomrodgtdigmed that TEDCO
does not need additional authority to invest in these areas.

In the next two years, the subcommitta# consider additional proposals to support the
development and growth of the cyber-related business sector in Maryland in concert with other
initiatives. These include but are not limited to:

X A substitute package for the Investment Tax Credit
X Income tax and other incentives to give Maryland an edge in recruiting gidifetsionals
into the state; and
X Incentives for firms to take on student interns to accelerate their security clearance process

Public Awareness and Community Outreach Subcommittee

Recommendation 17. Cybersecurity Repository

Products: Mock-up of website portal completed, initial resources identified, host identified
Status: Work Ongoing

The council recommended that the statench a repository of curated resources that would be
helpful to consumers, small infrastructure owners, and other businesses. While many resources
are

19



Law, Policy and Legislation

2017 Recommendation 1. The couneflommends legislation that would update the Sate

Executive Branch breach law and extend personal information privacy protections and breach
reporting requirements to the judicial and legislative branches.

This recommendation reflects the belief that the §tAe ([HF XWLYH % UBMWHK EUHDFK C
align with the commercial breach law and that similar protections and requirements should apply
uniformly across the branches of state government.

2017 Recommendation 2. The counedommends legislation or policy changes that would

require statdT procurements to resource and include an independent security verification of

device or code readiness and/or system security readiness prior to government accépgnce

council is sensitive to th&) HF R P P H Q iatewal im@aftond D UNO D Q G  V business sector and
on the cost of goods and services to the state. The council intends that these considerations

weigh into a discussion of a regime that would contribute to the cybersecurity of the state.

The supply chain on which organizations rely is a key area of cybersecurity risk to data and the

ability to provide services. This vulnerability is identified in the NIST Framewbfs one

indicator of risk, only 57 percent of state &,21V LQ WKH ODVW 1%$6&,2 VXUYH\ Z
FRQILGHQW ™ WKDW WKH\ FDQ SURWHFW WKHLUthi@IRUPDWLRQ
parties and only 3percentZHUH 3VRPHZKDW FRQILGHQW ™ WKDW WKH\ FR>
emerging from the stagV XVH RlI HPHUJLQJ WHFKQRORJYHV OLNH WKH

2017 Recommendation Bhe councitecommends legislation that will require express
consumer consent for internet service providers(ISPs) to sell or transfer consumer internet
browser history.

This recommendation takes notice of Congressional repeal of the Federal Communication
Commission regulation prohibiting such s#ldlinnesota has already barred ISPs from selling

20






X Reasonable processes and practices to preserve the confidentiality and rights of submitters
of information to this function

x Identification and analysis of any necessary legal implications related to running this
function

X The implementation of a plan to operate and sustain this function including, but not limited
to:

o Information sharing/coordination during a cybersecurity event response with
events defined as abnormal events that are reasonably recoverable without
widespread impact;

0 A centralized repository of shared cybersecurity information

As part of the general recommendation for greater educational resources, the subcommittees
strongly support the establishment and use of ISAOs. These would help protect both traditional
and non-traditional critical infrastructure sectors, by providing improved situational awareness to
stakeholders. Information received through ISAQsy be used in rééime to avert cyber

threats. ISAOs would also be a path towards continuous collaboration and coordination with the
DHS National Cybersecurity and Communications Integra@ienter, which coordinates
cybersecurity information sharing amongst the federal government and the private sector.

At the councilff Rublic Policy Forum on Cybersecurity in December 206,

Phyllis Schneckthen-DHS @putyundersecretary for cybersecurity and communications for the
NPPD, encouraged the Maryland Cybersecurity Council and thesetplore ways

of enhancingnformation sharing between stakeholders. Dr. Schaegled that information
sharing was one of the most beneficial and cost-effective ways of increasing cybersecurity
preparedness. DHS provides a free mechanism to support information sharing of which, she
suggested, states should take advantage.

The Cyber Incident Response and Cyber Operations Subcomex#eened the role of the

New Jersey Cybersecurity and Communication Integration Cell (NJCCIC) and noted its public
facing, public safety focus as opposed to focusing solely on internal government networks. The
NJCCIC provides businesses and citizens free access to forensics training and threat signatures,
as well as coaching and mentoring to anyone or any business that is experiencing a cyber
incident.

This subcommittee also looked at Arizona Infragard, a civilian organization whose members are
vetted by the FBI, whicW HUYHY DV WKH EDFNERQH RI $UL]JRQDYTV F\EHU
private public partnership provides training and cyber expertise to law enforcement, private

citizens, and businesses. Born from a program sponsored by Johns Hopkins University Applied
Physics Lab, this group is able to provide much more substantial incident response support to its
members than the NJCCl@odel.

Both subcommittees will pursue this recommendation by exploring structures that can expand
situational awareness for the state, its critical infrastructure saatbnther businesses.

22



Cyber Operations and Incident Response Subcommittee
2017 Recommendation 9he councitecommends the implementation of a comprehensive

Computer Network Defense (CND) program to provide robust protection to state assets,
business information, and citizen data
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VII.  Further Information
Questions about this report may be addressed to:

University of Maryland University College
ATTN Maryland Cybersecurity Council Staff
3501 University Boulevard East

Adelphi, Maryland 20783
Marylandcybersecuritycouncil@umuc.edu
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Business Associations
Jim Dinegar
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Higher Education (Continued)
Jonathan Katz, PhD

Director, Cybersecurity Center
University of Maryland, College Park

Carl Whitman
Vice President of Instructional and Information Technology and Chief Information Officer
Montgomery College

David Wilson, EdD
President
Morgan State University

Crime Victim Representative
Sue Rogan

Director of Financial Education
Maryland CASH Campaign

Susceptible Industries
Jayfus Doswell, PhD
Founder, President, and CEO
The Juxtopia Group, Inc.

Kristin Jones Bryce
Vice President of External Affairs
University of Maryland Medical System

Joseph Haskins Jr.
Chairman, President, and CEO
Harbor Bank

Clay House
Vice President of Architecture, Planning, and Security
CareFirst

Peegen Townsend

Vice President of Government Affairs
Medstar Health
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State Institutions
Acting Secretary MichakelLeahy
Maryland Department of Information Technology

David Engel
Director
Maryland Coordination and Analysi3enter

Tami Howie
CEO
Maryland Tech Council

Ronald Kaese
Director of Federal Programs
TEDCO

Major General (MG) Lind&ingh
Adjutant General of Maryland
Maryland Military Department

Anthony Lisuzzo
Board Member
Army Alliance

Walter3s3SHWH™ /DQGRQ
Director
Governor's Office of Homeland Security

Ken McCreedy
Senior Director, Aerospa@nd Cybersecurity
Maryland Department of Commerce

Colonel. William Pallozzi
Maryland Secretargf State Police

Russell Strickland

Director
Maryland Emergencianagement Agency
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State Institutions (Continued)
Steven Tiller

President

Fort Meade Alliance

Federal Institutions

Donna Dodson

Director, National Cybersecurity Center of Excellence
National Institute of Standards and Technology

Judith Emmel
Associate Director for State, Local, and Community Relations
National Security Agency

Other Designees

Mark Augenblick, Esg.

Attorney

Pillsbury Winthrop Shaw Pittman LLP

Robert W. Day Sr.
Senior Security Monitoring Analyst
AECOM, Inc.

Howard Feldman, Esq.
Attorney
Whiteford, Taylor &Preston

Larry Letow
President and CEO
Convergence Technology Consulting

Blair Levin
Nonresident Senior Fellow, Metropolitan Policy Program
Brookings Institution

Henry J. Muller

Director of Communications-Electronics Research, Development and Engineering Center
(CERDEC)

U.S. Army, Aberdeen Proving Ground (APG)
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Other Designees (Continued)
Jonathan Prutow

Policy and Planning Business Analyst
Macro Solutions

Paul Tiao, Esq.
Attorney
Hunton & Williams
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APPENDIX B
Maryland Cybersecurity Council Repository
Resources ldentified by the
Critical Infrastructure and Cybersecurity Framework Subcommittee

31



General Resources Related to Critical Infrastructure (ClI)

Title URL Cl Summary
Cybersecurity Framework
https://www.nist.gov/ All Lists of Functions,

NIST Cybersecurity Framework

sites/default/files/doc
uments/cyberframew
ork/cybersecurity-
framework-

021214.pdf

32

Categories,

Subcategories,

and Informative

References for

cybersecurity

considerations for

critical inf5.996(dea5(e)8.99a)-2.998(i



Protection; CIP-014-2: Physical
Secuity

D

US Department of Homeland https://www.dhs.gov/ All A wide array of free
Security, Critical Infrastructure critical-infrastructure- tools and resources to
Resources resources government and privat
sector partners to
enable the critical
infrastructure security
and resilience mission
US Department of Homeland https://www.dhs.gov/ All Outlines how

Security National Infrastructure
Protection Plan

Federal Emergency Management

national-
infrastructure-

protection-plan

33

government and privat
sector participants in
the critical
infrastructure
community work
together to manage
risks and achieve
security and resilience
outcomes.

D




visualization-
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D

C

NLRQTV

US Computer Emergency Responsenttps://www.us- All a no-cost, voluntary,

Team (CERT) Assessments: Cybef cert.gov/ccubedvp/ag non-technich

Resilience Review (CRR) sessments assessment to evaluat
DQ RUJDQL]DYV
operational resilience
and cybersecurity
practices.

US Department of Homeland https://www.dhs.gov/ All Overview of Strategic

Security, National Infrastructure national- Planning, Risk

Protection Plan infrastructure- Modeling, Analysis,

protection-plan and Assessment

performed by DHS

US Department of Homeland https://www.dhs.gov/ All

Security, National Strategy for the
Physical Protection of Critical

xlibrary/assets/Physi
al_Strategy.pdf

Infrastructure and Key Assets

L
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Information Assurance (l1A) mation_Assurance.pd
Glossary f

NIST SP 800-53A, Assessing http://nvipubs.nist.go All
Security and Privacy Controls in | v/nistpubs/SpecialPu
Federal Information Systems and | blications/NIST.SP.8

Organizations 00-53Ar4.pdf
NIST SP 800-70, Security http://nvipubs.nist.go

Configuration Checklists Program
for IT Products - Guidance for
Checklists Users and Developers
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US Department of Homeland
Security- Strategic Principles for
Securing the Internet of Things (l0T

https://www.dhs.gov/sites/default/files/publications/Strategi¢_

rinciples for Securing the Internet of Things-2016-1115-
EINAL....pdf

jv)

Congressional Research Services
(CRS) Report Encryption:
Frequently Asked Questions

https://www.everycrsreport.com/reports/R44642.html

East West Institute - A Measure of
Restraint in Cyberspace: Reducing
Risk to Civilian Nuclear Assets

https://www.eastwest.ngo/sites/default/files/A%20Measure
0f%20Restraint%20in%20Cyberspace.pdf

020

US Department of Homeland
Security- Cyber and Infrastructure
Protection Transition Way Ahead

http://www.steptoecyberblog.com/files/2016/04/Cyber-and-
Infrastructure-Protection-Transitioay-Ahead.pdf

Report to Congress

37



Previous Critical Infrastructures Risk Assessments

Title

Year

URL/location

Summary

U.S. Department of
Homeland Security: U.S.
Critical Infrastructure 2025:
A Strategic Risk Assessmer

2016

—

https://info.publicintelligence
.net/DHS-OCIA-

Criticallnfrastructure2025.pd
f

US DHS/Office of
Cyber and
Infrastructure
Analysis assesses tha
the Healthcare and
Puwblic Health,
Emergency Services,
Transportation
Systems, Water and
Wastewater Systems
and Energy (Electrical
Power) Sectors are
most likely to be
affected by a
pandemic. All other
critical infrastructure
sectors are likely to bg
affected to some
degree by the
unavalability of
personnel needed to
maintain operations
The economic impact
of a pandemic will
depend on its severity
and duration and
mitigation efforts by
federal, state, and
local governments angd
the public. Estimates
of loss in gross
domestic product
during the first year of
a pandemic range
from less than 1
percent in a mild
pandemic up to 4.25
percent during a
severe pandemic.

—

13%

Joint Research Centre (JRC
Technical Notes: Risk
Assessment Methodologies
for Critical Infrastructure
Protection. Part |: A State of]
the Art

)2012

https://ec.europa.eu/home-

affairs/sites/homeatffairs/files

le-
library/docs/pdf/ra_ver2 en.

pdf

b

Risk assessment
procedures and
recommendations for
critical infrastructure.
Although this is for
the European Union,
it could easily be
tailored to needs for

38



the US.

Risk analysis of critical
infrastructures

Multiple

https://www.klima-
umwelt.kit.edu/english/297 .1

hp

Links to resources
associated with risk
analyses of different
critical infrastructures
(you'll have to use
google translate to
translate some of the
webpages)

US Department of Homelan
Security - Strategic National
Risk Assessment

12011

North American Electric
Reliability Corporation
(NERC), Electric Reliability
Organization (ERO)
Enterprise Inherent Risk
Assessment Guide

2014

https://www.dhs.gov/xlibrary
/assets/rma-strateqic-
natioral-risk-assessment-

ppd8.pdf

Strategic national risk
assessment to help

identify the types of

incidents that pose th
greatest threat to the
IDWLRQYV KH
security. Much of the
report is classified, sg

it is not available here.

http://www.nerc.com/pa/com Describes how power
p/Reliability%20Assurance% companies must

20Initiative/ERO Enterprise

perform risk

Inherent_Risk Assessment

Guide_20141010.pdf

39
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http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53Ar4.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53Ar4.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53Ar4.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53Ar4.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53Ar4.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53Ar4.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53Ar4.pdf

project's case study of
Oslo municipality.

Scenario Based Approach f
Risks Analysis in Critical
Infrastructures

ISO 31000 International

2015

http://iscram2015.uia.no/wp
content/uploads/2015/05/2-

10.pdf

41

Presents a Cross-
Impact Analysis
methodology that can
assist decision-maker
and planners i
analytical tools for
modeling complex
situatons.These
features are generally
useful in emergency
management and
particularly within the
critical infrastructures
scope, where comple
scenarios for risk
analysis and
emergency plans
design must be
analyzed



http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53Ar4.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53Ar4.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53Ar4.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53Ar4.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53Ar4.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53Ar4.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53Ar4.pdf

mngmnt-gd/index- assessment across
en.aspx# Toc267899983 | critical infrastructures

Congressional Research

42



J. Johansson, L. Svegrup & 2014
H.Hassel, Societal
Consequences of Critical
Infrastructure Vulnerabilities

https://books.google.com/boo
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amplify the impact of
both large and small
scale initial failures into
events of catastrophic
propations.To better
understand CISs to
support planning,
maintenance and
emergency decision
making, modeling and
simulation of
interdependencies
across CISs has recently
become a key field of

study.
Critical 2008 https://ww  Highways, roads,
Infrastructure, w.nae.edu/ bridges, airports,
Interdependency, Publication public transit,
and Resilience s/Bridge/E  water supply

ngineeringf facilities,
ortheThreat wastewater
ofNaturalD treatment
isasters/Cri facilities, solid-
ticallnfrastr waste and
ucturelnter hazardous-waste
dependenci service,
esandResili agriculture and
ence.aspx food systems, the
defense-industrial
base, energy
systems, public
health and health
care facilities,
national
monuments and
icons, banking and
finance systems,
drinking water
systems, chemical
facilities,
comies,
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http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53Ar4.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53Ar4.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53Ar4.pdf
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http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53Ar4.pdf
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2.1 Subcommittee Objectives

The Subcommittee objectives were to build and then exercise a comprehensive cyber incident
response plan, and to recommend how the State should monitor and assess 1) threats to the
6WDWHIV LQIRUPDWLRQ WHFKQRORJ\ DVVHWY DQG WKH 6W
explored ways in which the State could share situational information, build a common,
comprehensible cyber picture, and share relevant cyber threat information as broadly as possible.

2.2 Subcommittee Approach to Achieving Objectives
To achieve its objectives, the Subcommittee first had to inventory and understandeall of th
assets currently employed against the problem.

The second task was to determine the best methodology to create an incident-management
mindset around cyber defense and resilience, using existing organizational structures as much as
possible to limit cost.

The third task was to identify 1) the technical structures necessary to inform the state of its cyber
threat exposure, 2) how to share threat information widely, 3) how to determine agency risk
tolerance, and, 4) how agencies can feed cyber information to a centralized, state-level security
operations center.

The fourth task was to develop recommendations for building aobéseed State cyber

protection and management program that would share threat information with citizens and
businesses; informing efforts to build a public-private cooperative incident response capability;
and incorporating cyber risk management within every state agency.

Lastly, the Subcommittee is working with 