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in DoIT’s cybersecurity function with an annual, inflation-adjusted sustainment budget of 
$14 million to $15 million thereafter. 
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Subcommittee on Critical Infrastructure and Cybersecurity 
 
Subcommittee Objectives 

�x For critical infrastructure not covered by federal law or Executive Order 13636 of the 
President of the United States, identify best practices in conducting risk assessments to 
determine which local infrastructure sectors are at the greatest risk of cyber attacks and 
need the most enhanced cybersecurity measures 

�x Use federal guidance to identify categories of critical infrastructure as critical cyber 
infrastructure if cyber attacks to the infrastructure could reasonably result in 
catastrophic consequences 

�x Assist infrastructure entities that are not covered by the Executive Order in complying 
with federal cybersecurity guidance 

�x 
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�x Christine Ross, President and CEO, Maryland Chamber of Commerce 
�x Steven Tiller, Esq, for Doreen E Harwood, President, Ft. Meade Alliance 

 
Subcommittee on Public Awareness and Community Outreach 

Subcommittee Objectives 
�x Promote the Council’s objectives and spread awareness of Council’s 

cybersecurity efforts and activities 
�x Learn and assess cyber concerns of businesses, community and individuals so 

Council can offer information that is relevant, applicable, and valued 
�x Create a depository of cybersecurity awareness information for all, including private 

and public sectors as well as individuals. 
 

Subcommittee Members 
�x 
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music, and warm up dinner right before they get home from work. Connected 
cars will notify first responders in the event of an accident….21 

 
The Council’s charter is simply an acknowledgement that with transformative technological 
developments, there are collateral effects that are usually unforeseen and require policies to 
address them. These effects are well known and include the following:  

 
Ubiquitous victimology22. Nationally, the Privacy Rights Clearinghouse reports that in 2018 
there were 1,366,471,618 records held by various organizations in the US that were breached. In 
2017, the number of breached records was higher: 2,048,395,688.23  The primary source of data 
are the reports made to the states attorneys general and the Department of Health and Human 
Services Office of Civil Rights.24 In a given case, more than one record may correspond to an 
individual—e.g. different records for social security number and date of birth—so that that the 
number of records and individuals affected cannot be simply equated.  
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one breach and that in some number of cases the cumulative effect was the compromise of more 
and more sensitive information:  

FY 2018 Maryland Breach Snapshot29  

Type of Personal Information Lost or Exposed Total Maryland Residents 
Reported As Affected in 
Breach Notices 

# Organizations 
Involved 

Full social security number with at least name 3,575,046 446 
Payment card information with other personal identifying 
information 

140,807 193 

Bank account number or other banking information with 
other personal identifying information  

10, 349 41 

Medical or treatment information with other personal 
identifying information  

65,337 70 

 
Complexity30.  The Internet of Things (IoT) refers to “the network of physical objects that 
contain embedded technology to communicate and sense or interact with their internal states or 
the external environment”.31   IoT devices themselves have been described as computers with 
sensors and other things attached to them:32 the car is a computer with wheels, the connected 
refrigerator is a computer that keeps things cold, airplanes are computers that fly, and so forth. 
Other examples of IoT devices include connected light bulbs, wearables, medical implants, 
children’s toys, and industrial control systems (ICS) remotely routing trains and electricity and 
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�x While not a new issue, the ubiquity of IoT devices has increasingly sharpened the question of 
consumer control over who holds their data.41  This data is monetized by using it for 
advertising and by selling it to third parties for aggregation with other information to form 
very detailed profiles of consumers’ habits and preferences.42 Access to these datasets are in 
turn sold to advertisers. The concentration of so much data creates additional risk for the 
consumer, since the cloud repositories become highly attractive targets for compromise.43  
 

Beyond privacy considerations, the vulnerability of IoT devices has brought safety concerns. 
These go beyond the vulnerability of consumer devices to include connected  medical implants,44 
automobiles,45 and inflight airplanes,46 among many other devices shown to be susceptible to 
hacks.  Moreover, the very diffusion of IoT devices with poor security across all sectors of 
society allows them to be potentially weaponized.  
 
Distributed Denial of Service (DDoS) attacks occur when the computing power of a large 
number of IoT devices—surveillance cameras, routers, networked printers, for example—is 
harnessed as a botnet to communicate with and overwhelm servers and websites. As one threat 
report notes, this phenomenon is “thriving because organizations and users are deploying low-
cost IoT devices rapidly and with little or no regard for security.”47 The most powerful attack in 
the US to date was on a key internet company (Dyn) that resulted in a sustained interruption of 
internet service for major companies.48 Researchers have shown that a manipulation of devices 
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As a key component of critical infrastructure, the public sector continues to take steps to enhance 
its security. In the last five years, state governors as a group have issued more than 90 executive 
orders responding to cyber-related concerns.61 States have established fusion centers to share 
threat intelligence across state agencies and with local partners and participate in other 
intelligence sharing organizations, such as the MS-ISAC. Likewise, states have benefitted from 
the cyber capabilities of their national guard units and partnerships with the Department of 
Homeland Security and federal law enforcement agencies.  
 
In its annual assessment, SecurityScorecard observes that in 2018 federal, state, and local 
governments as a group moved up to 11th relative to 20 other industries on overall security 
measures. In 2017, they ranked third to last.62   The report noted that particular strengths 
included “DNS health”, lower susceptibility to social engineering attacks, and application 
security.63  
 
State governments on the whole have likewise advanced in the areas of management, 
governance, and training: 
�x All 50 states have enterprise CISO roles (established by legislation in 31 states) 
�x The majority of these CISOs report to senior leaders, either the governor or a cabinet 

secretary 
�x 40 states have approved cybersecurity strategy and governance plans 
�x 47 states have established general cybersecurity-related training programs for state 

employees64 
 
However, for federal, state and local governments in general critical weaknesses continue to 
exist. SecurityScorecard identified endpoint security, network security, and patching cadence as 
ongoing vulnerabilities. The report notes that “low grades in endpoint security, IP reputation, 
network security, and patching cadence are highly predictive indicators that an organization may 
have a higher probability of experiencing  an imminent information security incident than an 
organization with high grades in these areas”. 65  Similarly, based on a 2017 survey, the MS-
ISAC concluded that state and local governments were below the “minimum maturity level” on 
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enterprise budget (all executive agencies) was spent on enterprise security.  Regarding staffing, 
the average FTE reported by CISOs across all states for their cybersecurity teams was between 6 
and 15. Thirty state CISOs reported that their staff have gaps in competencies required to handle 
cybersecurity requirements. Those qualitative shortcomings are attributed to state pay structures 
that significantly lag the private sector.67   
 
Maryland reflects national trends as discussed under Sections VI and VII below.  
 
Cybersecurity Workforce Shortage.  The shortfall in the number of needed professionals 
continues to be a defining characteristic of the cybersecurity industry. One estimate, informed by 
NIST’s National 
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V. The Council Activities Since July 1, 2017 
 

The foregoing events, findings, and trends have informed the Council’s recommendations and 
the efforts of its members to realize the recommendations’ objectives. These efforts have been 
both legislative and non-legislative.  
 

Legislation sponsored or co-sponsored by the Council’s Legislative Members 
(Enacted Bills) 

 
2016 Recommendation 4. Facilitating Use of the No-charge Credit Freeze Option 
Originating Council Subcommittee: Law, Policy and Legislation 
 
In the 2018 session, Council members Senator Lee and Delegates Carey and Lisanti successfully 
sponsored SB 202/HB 710 (Consumer Protection - Credit Report Security Freezes - Notice and 
Fees).75  Co-sponsors included Senators Ferguson, Guzzone, Kelley, King, Pinsky, Rosapepe, 
Smith, and Zucker, Middleton, Astle, Benson, Feldman, Hershey, Jennings, Klausmeier, 
Mathias, and Reilly.  
 
The Act became effective October 1, 2018. It relieves consumers, including protected 
consumers, of any fees involved in managing access to their credit reports after being affected by 
a breach. Specifically, it prohibits credit reporting agencies from charging a fee of an affected 
consumer for the placement, removal, or temporary lift of a security freeze. The Act built on SB 
270/HB 212 (sponsored by Senator Lee and Delegate Carey) that passed the 2017 session and 
prohibited fees for consumers initiating a credit freeze after notification of being affected by a 
breach. The purpose of the Council’s recommendation and both laws is to encourage consumers 
to be proactive in protecting their identities when notified of a breach involving their personal 
identifying information.   
 
2017 Recommendation 9. Implementation of a comprehensive Computer Network Defense 
Program to provide robust protection to State assets, business information, and citizen data 
across all agencies.  
Originating Subcommittee: Cyber Operations and Incident Response 
 
SB 553 (State Government - Security Training - Protection of Security-Sensitive Data).76 As an 
incremental step, this furthers the Council’s 2017 recommendation 9.  Sponsored by Senator 
Simonaire, the statute requires that all units of State government develop a plan and execute 
training for employees handling “security sensitive” information held on organizations and 
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2016 Recommendation 11. Maryland Scholarship for Service Program. 
Originating Council Subcommittee: Education and Workforce Development 
 
Sponsored by Senator Simonaire and Senator Lee, SB 204 (Cybersecurity Public Service 
Scholarship Program) passed in the 2018 session.77 The bill’s objective was to address in some 
measure the Council’s concern about the cybersecurity workforce shortage affecting State 
government and the cybersecurity teacher shortage in Maryland public schools. It became 
effective July 1, 2018.  
 
The law establishes a cybersecurity scholarship-for-service program very similar to the federal 
program administered by the National Science Foundation. Under SB 204, full-time 
undergraduate and graduate students in degree programs directly relevant to cybersecurity at 
qualifying institutions are eligible for scholarships. In return for each year of scholarship support, 
program graduates must complete a one-year obligation within a unit of State government in a 
cybersecurity work role or teach in a public high school in a curriculum directly related to 
cybersecurity.  In its first year, 190 applications for the scholarship were received. The program 
was funded at $160,000 in FY 2019 and will remain at that level in FY 2020.  

 
Legislation sponsored or co-sponsored by the Council’s Legislative Members 

(Bills Proposed But Not Enacted) 
 
Members of the Council’s legislative delegation sponsored or cosponsored bills which, while not 
enacted in 2018 or 2019, nonetheless attempted to realize the recommendations of the Council in 
some form. These efforts include the following:  
 
2016 Recommendation 2. Updates to the Maryland Personal Information Protection Act 
Originating Council Subcommittee: Law, Policy, and Legislation 
 
SB 786/HB 1127 (Financial Consumer Protection Act) was a wide-ranging bill sponsored by 
Senator Rosapepe that generally implemented the recommendations of the Maryland Financial 
Consumer Protection Commission. Of particular interest to the Council, were proposed 
amendments to Sections 14-3501, 14-3503, 14-3504 of the Commercial Article which would 
have updated the Maryland Personal Information Protection Act in a number of ways. The bill 
was co-sponsored by Senator Lee and by Delegate Carey on the Council who were joined by 
Senator Ferguson and Senator Washington and Delegate Hill.  
 
As proposed, SB 786/HB 1127 would have expanded the definition of personal information to 
include activity tracking data and genetic information, reduced the notification period to 
consumers from the current 45 days to 10 days (starting from the point of discovery but 
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the facts around the breach), required direct notification of consumers in all breach cases, among 
other changes. The bill received an unfavorable report by the Senate Finance Committee.  
 
2017 Recommendation 2. Legislative or policy changes that would require State IT 
procurements to resource and include an independent security verification of device or code 

https://www.legislature.mi.gov/documents/2017-2018/publicact/htm/2018-PA-0095.htm
https://www.legislature.mi.gov/documents/2017-2018/publicact/htm/2018-PA-0095.htm
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2017 Council Recommendation 6. Legislation that would require IoT devices to include 
consumer labelling about the security features the devices incorporate. 
Originating Council Subcommittee: Law, Policy, and Legislation 
 
Senator Lee and Delegate Carey introduced SB 553/HB 1276 (Security Features for Connected 
Devices) in the 2019 session. It was co-sponsored by Senators Elfreth, Guzzone, Nathan-
Pulliam, Smith, Waldstreicher, Washington, and Young.  
 
The Council’s recommendation, like the bill itself, was motivated by the concern about the 
abuses to which insecure devices expose consumers and the wider society. As discussed in 
Section IV, these abuses range from strangers intercepting the feeds of baby monitors to the 
exploitation of these devices for devastating denial-of-service attacks that cripple websites and 
even the ability of the internet itself to function.   
 
As a first attempt to improve the security of these devices, the bill would have required that 
manufacturers of such devices sold in Maryland to ensure that the passwords either be unique to 
each device (if hardwired) or require the consumer to change the password before the device 
authenticates to the internet. The bill was not brought to a vote by either the Senate Finance 
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that are likely to be most appropriate for these stakeholders. Since its launch the repository has 
collected about 200 resources. The collection is managed for the Council through a partnership 
between the Center for Health and Homeland Security at the Francis King Carey School of Law 
and the University of Maryland Global Campus. The repository can be accessed at 
http://www.umuc.edu/mdcybersecuritycouncil.  
 
2017 Recommendation 9: The council recommends the implementation of a comprehensive 
Computer Network Defense (CND) program to provide robust protection to State assets, 
business information, and citizen data across all agencies. This program must prioritize the 
efforts to thwart multiple threats arrayed against the State. 
Originating Council Subcommittee: Cyber Operations and Incident Response 
 
With a view to the State government’s cybersecurity, the Council scheduled a number of 
briefings in late 2017 and early 2018 on the needs of DoIT to implement a mature cybersecurity 
program across State agencies. This information was incorporated into an analysis of the 
Council’s Subcommittee on Cyber Operations and Incident Response and was later included in 
the July 2017 Activities Report. The objective was to try to quantify the fiscal effort that would 
be required of the State for DoIT to implement Recommendation 9. As an outcome, the Council 
endorsed a resolution at its October 25, 2017, meeting urging an investment of $28.9 million 
dollar in DoIT’s cybersecurity function with an annual, inflation-adjusted sustainment budget of 

http://www.umuc.edu/mdcybersecuritycouncil
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VI.  Other Noteworthy Developments Related to the Council’s 
Recommendations 

 
This report strongly commends the efforts of others, acting independently and according to their 
own policy agendas, in ways that realize the objectives of Council recommendations.     
 
2017 Recommendation 9. Implementation of a comprehensive Computer Network Defense 
Program to provide robust protection to State assets, business information, and citizen data 
across all agencies.  
Originating Subcommittee: Cyber Operations and Incident Response 
 
The Governor’s October 2017 and June 2019 executive orders have launched important efforts to 
enhance the cybersecurity posture of State Executive Branch and to protect the confidentiality, 
integrity, and availability of its systems and the sensitive data they hold.79  
 
The 2017 Executive Order (Maryland Cybersecurity) convened a working group of cybersecurity 
stakeholders from across State agencies to confirm certain baseline information related to 
cybersecurity within the executive branch and to make recommendations based on those 
findings.  In consequence, DoIT is pursuing a number of specific goals that it hopes to 
implem

http://mgaleg.maryland.gov/2019RS/fnotes/bil_0006/hb0716.pdf
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�x Clearly  elevates the DoIT CISO to an  executive branch-wide role. This is indicated by the 
name,  “State Chief Security Officer” (SCISO), and the manner of  appointment (by the 
Governor). The SCISO  will continue to report to and be supervised by the  DoIT Secretary. 

�x Renames the former DoIT CISO’s office as the “Office of Security Management”, 
centralizing within it the direction, coordination, and implementation of the overall 
cybersecurity strategy and policy for the Executive Branch of State government 

�x Creates a stakeholder  group of  State  officials or their designees  (the “Maryland 
Cybersecurity Coordinating Council”) to advise the SCISO on “the strategy and 
implementation of cybersecurity initiatives and recommendations” and on “building and 
sustaining the State's capability to identify, mitigate, and detect cybersecurity risk, and 
respond to and recover from cybersecurity- related incidents”.  This Coordinating Council 
includes the Adjutant General of the  State’s  National Guard, which has well-developed 
cybersecurity capabilities that can be activated to support State entities.82

The Council’s 2016 Recommendation 10. Basic Computer Science and Cybersecurity Education 
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proactive training. There are different models that State policymakers can consult for this 
purpose.90 

Subcommittee on Economic Development 

2019 Recommendation 5. Cybersecurity Workforce Development. The State should consider the 
following: a) raising the cap for employer reimbursement of wages paid to technical interns and 
apprentices in cybersecurity to a level approaching a greater percentage of the actual wage paid, 
and b) a scholarship forgiveness program for cybersecurity graduates that remain in state for 
some stipulated number of years. The latter would mirror the program currently offered to life 
science graduates.  

Recommendation 6. Support for IP Start-ups. Institution of an R/D tax credit against employer-
paid State and local taxes and filing fees for qualifying cybersecurity product start-ups.  

Recommendation 7.  Implementing a tax credit analysis in coordination with the Maryland 
Department of Commerce to review existing tax credits to do the following: consolidate existing 
tax credits, eliminate redundant or obsolete credits, and streamline the application and award 
process for receive available tax credits. Mindful of the competing demands on the State, but 
with an eye to supporting growth in the State’s business base, the Council further recommends 
that so much as possible relevant existing tax credits be extended to provide longer availability 
and available funds for existing tax credits be increased.  

VIII. Conclusion

The Maryland Cybersecurity Council performs an important role within Maryland’s 
cybersecurity ecosystem. Comprised of representatives from across private critical infrastructure 
sectors, government, higher education, and advocacy groups, among others, the Council offers 
expertise to help inform the cybersecurity policy deliberations of the State’s executive and 
legislative branches. This partnership makes Maryland stronger.  

The 2017 Executive Order (Maryland Cybersecurity) directed that the Council’s 
recommendations should be consulted as appropriate by the working group convened under the 
order. Similarly, SB 339 (
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APPENDIX A  

Consolidated 2016 & 2017 Recommendations of the Maryland 
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2016 Recommendations Originating Subcommittee 
1. Creation of Cyber First Responder Reserve Law, Policy, Legislation 
2. Updates to the Maryland Personal Information Protection 

Act  
3. Civil Cause of Action for Remote Unauthorized Intrusions 
4.  Facilitating Use of the No-charge Credit Freeze Option  
5. Inclusion of NIST Cybersecurity Framework in the State IT 

Master Plan  
6. Publication of a Maryland Data Breach Report 
7.  Integrated Cyber Approach for Mid-Atlantic Region Cyber Operations & Incident 

Response 
8. Educational Resources for Critical Infrastructure Owners 

and Operators 
Critical Infrastructure 

9. Identify Maryland Critical Infrastructure and Risk 
Assessments 

10.  Basic Computer Science and Cybersecurity Education Education & Workforce 
Development 
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2017 Recommendations (Continued) Originating Subcommittee 
4. Inclusion of a ransomware definition in the Maryland’s 

extortion statute or a new code section with increased 
penalties for extortion levels below the general extortion 
statute threshold. 

Law, Policy, and Legislation 

5. Legislation to create the right of civil action against former 
employees in the event of a breach due to intentional 
conduct that was the proximate cause of actual damages or 
mitigation costs, with punitive damages available when 
plaintiff can prove malice. 

6. Legislation that would require IoT devices to include 
consumer labelling about the security features the devices 
incorporate 

7. Legislation to ensure the transparency to consumers of data 
held by data brokers about them, the right of consumers to 
inspect and correct wrong data, and the right to opt out of 
the sale of their data by brokers for marketing or people 
search purposes. 

8. Maryland develop capability for sharing cybersecurity 
information and providing outreach support. 

Critical Infrastructure 
Subcommittee & Incident 
Response and Cyber 
Operations Subcommittees 
(Joint Recommendation) 

9. The implementation of a comprehensive Computer Network 
Defense (CND) program to provide robust protection to 
State assets, business information, and citizen data across all 
agencies. This program must prioritize the efforts to thwart 
multiple threats arrayed against the State 

Cyber Operations and Incident 
Response Subcommittee 
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Chair  
Attorney General Brian Frosh 

Legislative Representatives 
Senator Susan C. Lee (District 16) 
Senator Bryan W. Simonaire (District 31) 
Delegate Ned Carey (District 31A) 
Delegate MaryAnn Lisanti (District 34A) 

State Institutions 
David Engel 
Director 
Maryland Coordination and Analysis Center 

Fred Hoover, Esq. 
Assistant People’s Counsel 
Maryland Office of the People’s Counsel 

Cal Bowman, designee for Walter F. "Pete" Landon 
Director 
Governor's Office of Homeland Security 

Linda Lamone 
Administrator of Elections 
State Board of Elections 

Michael Leahy 
Secretary of Information Technology 
Department of Information Technology 

Col. William Pallozzi 
Secretary of State Police 
Department of State Police 

Ken McCreedy, designee for Kelly M. Schulz 
Secretary 
Maryland Department of Commerce 

Major General (MG) Linda Singh 
Adjutant General 
Maryland Military Department 

Russell Strickland 
Director 
Maryland Emergency Management Agency 
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Cybersecurity Companies 
John M. Abeles 
President and CEO 
System 1, Inc. 
 
James Foster 
CEO 
ZeroFox 
 
Zuly Gonzalez 
Co-Founder and CEO 
Lightpoint Security 
 
Terri Jo Hayes 
Cybersecurity Strategist  
mfusion 
 
Belkis Leong-Hong 
Founder, President, and CEO 
Knowledge Advantage, Inc. 
 
Miheer Khona 
CEO 
Rising Sun Advisors 
 
Larry Letow 
President 
LG-Tech 
 
Rajan Natarajan 
CEO 
QualityPro, Inc. 
 
Jonathan Powell 
Senior Director, Software Engineering 
General Dynamics Information Technology 
 
Jonathan Prutow 
Information Assurance Policy SME 
Invictus International Consulting 
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Business Associations 
Brian Corbett, designee for George Davis 
Executive Director 
TEDCO 
 
Anthony Lisuzzo, designee for Tom Albro 
President 
Army Alliance 
 
Don Fry 
President and CEO 
Greater Baltimore Committee 
 
Brian Israel 
Business Development Executive 
Maryland Association of Certified Public Accountants 
 
Mathew Lee 
CEO 
Fastech 
 
Marty Rosendale 
CEO 
Maryland Tech Council 
 
Joe Morales, Esq. 
Attorney 
Maryland Hispanic Chamber of Commerce 
 
Christine Ross 
CEO 
Maryland Chamber of Commerce 
 
Stacey Smith 
Executive Director 
Cybersecurity Association of Maryland 
 
Steve Tiller, designee for Doreen E. Harwood 
President 
Fort Meade Alliance 
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Higher Education  
David Anyiwo, PhD 
Professor and Chair, Department of Management Information Systems 
Bowie State University 
 
Anton Dahbura, PhD 
Executive Director, Information Security Institute 
Johns Hopkins University 
 
Cyril Draffin 
Project Advisor 
MIT Energy Initiative 
 
Stewart Edelstein, PhD 
Executive Director 
Universities at Shady Grove 
 
Michael Greenberger 
Director, Center for Health and Homeland Security 
University of Maryland Francis King Carey School of Law 
 
Anupam Joshi, PhD 
Director, Center for Security Studies 
University of Maryland, Baltimore County 
 
Jonathan Katz, PhD 
Professor, and Director, MC2  
University of Maryland, College Park 
 
Patrick Feehan 
Information Security Director, Privacy Director, and Data Protection Officer 
Montgomery College 
 
Marcus Rauschecker, JD 
Cybersecurity Program Director 
Center for Health and Homeland Security 
University of Maryland Francis King Carey School of Law 
 
Dr. Kevin Kornegay, designee for David Wilson, EdD 
President 
Morgan State University 
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Crime Victim Representative 
Sue Rogan 
Director of Financial Education 
Maryland CASH Campaign 

Susceptible Industries 
Kristin Jones Bryce 
�6�H�Q�L�R�U��Vice President of External Affairs 
University of Maryland Medical System 

Joseph Haskins Jr. 
Chairman, President, and CEO 
Harbor Bank 

Clay House 
Vice President of Architecture, Planning, and Security 
CareFirst 

Peegen Townsend 
Vice President of Government Affairs 
Medstar Health 

Federal Institutions 
Donna Dodson 
Director, National Cybersecurity Center of Excellence 
National Institute of Standards and Technology 

Judith Emmel 
Associate Director for State, Local, and Community Relations 
National Security Agency 

Henry J. Muller 
Director of Communications-Electronics Research, Development and Engineering Center 
(CERDEC) 
U.S. Army, Aberdeen Proving Ground (APG) 

Other Designees 
Jayfus Doswell, PhD 
Founder, President, and CEO 
The Juxtopia Group, Inc. 
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Other Designees (Continued) 
Robert W. Day Sr. 
Councilman 
College Park City Council 
 
Howard Feldman, Esq. 
Partner 
Whiteford Taylor Preston 
 
Blair Levin 
Nonresident Senior Fellow, Metropolitan Policy Program 
Brookings Institution 
 
Paul Tiao, Esq. 
Partner 
Hunton & Williams, LLP 
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APPENDIX C 

Maryland Cybersecurity Council Repository 

Resources Added in 2018 

Subcommittee on Critical Infrastructure 
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Format URL Resource 
Type 

Sector Topic Author Organization Keywords Skill 

 
PDF 

 
General 
Resource 

CI sector Information 
Assurance 

Academic 
Institution 

NIST Add if listed in 
the resource. 

Beginner 

 
Video 

 
Guide Education Internet of 

Things 
Corporation FBI Otherwise 

UMUC will 
identify.  

Intermediate 

 
Website 

 
Report Individual 

Consumers 
Preparedness Government DOJ 

 
Advanced 

   
Tool 

 
Privacy International 

Organization 
FCC 

 
  

     
Risk Assessment Nonprofit etc. 
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Threat, 
Monitoring, 
Detection, 
Response 

PDF https://cdn2.h
ubspot.net/hu
bfs/472699/W
hite_Paper/20
17-Threat-
Monitoring-
Detection-
Response-
Report-
2.2.pdf?__hssc
=103559903.1.
150583264281
6&__hstc=103
559903.6089a
0b883f9683b8
41b9085cabd5
983.15058326
42815.150583
2642815.1505
832642815.1&
__hsfp=28204
09192&hsCtaT
racking=a3914
258-2428-
4210-ae2f-
37da6d469262
%7C0f0188ab-
f62e-4e12-
a4dd-
74acfa2ba7a9 

Report CI sector Risk Assessment Nonprofit Information 
Security  

Threat, 
Confidence 

Inter-nIr90.007 Tw 6Tw 199 >>BDC 
-0.4y Tw  -2.3w -2.345 -
ET
/Arti4o3ore
f
8 0 6.96 221.4 0
167.4 40BT
/Link 5 1.22412(2f)]TJ
0 Tc 0 Tw 1.817-48<>>B2f
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Aviation 
Cybersecurit
y, Finding 
Lift, 
Minimizing 
Drag 

PDF http://www.at
lanticcouncil.o
rg/publications
/reports/aviati
on-
cybersecurity-
finding-lift-
minimizing-
drag 

Report GI Sector Risk 
Management 

International 
Organization 

Atlantic 
Council 

 
Beginner 

CISO Tips: 
Balancing the 
Hero with 
the 
Storyteller 

PDF https://www.c
ybereason.co
m/blog/blog-
ciso-tips-
balancing-the-
hero-with-the-
storyteller 

General 
Resource 

GI Sector Risk 
Management 

Company  Cybereason 
 

Beginner 

Grid Security 
Exercise 

PDF https://www.n
erc.com/pa/CI
/CIPOutreach/
GridEX/NERC%
20GridEx%20III
%20Report.pdf 

Report GI Sector Preparedness Company  NERC 
 

Advanced 

Prepared 
Testimony of 
Richard F. 
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Tips for U.S. 
Companies in 
the Age of 
EU GDPR and 
Privacy 
Shield 

PDF https://www.b
na.com/uploa
dedFiles/BNA_
V2/Legal/Page
s/Custom_Trial
s/BLPV/Tips_f
or_US_Compa
nies_EU_GDPR
_Privacy_Shiel
d_final.pdf 

General 
Resource 

CI Sector Preparedness Corporation Bloomberg 
Law 

 
Advanced 

Seven Steps 
for 
Businesses to 
Get Ready 
for the 
General Data 
Protection 
Regulation 

PDF https://ec.eur
opa.eu/commi
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Before You 
Connect a 
New 
Computer to 
the Internet 

Website https://www.u
s-
cert.gov/ncas/
tips/ST15-003 

Guide CI sector Preparedness Government United States Computer 
Emergency Readiness Team 

Beginner 

2017 State of 
Cybersecurit
y Among 
Small 
Businesses in 
North 
America 

PDF https://bbbpro
grams.org/site
assets/docume
nts/bbb-
cybersecurity/
cybersecurity_
final_lores.pdf 

Report CI sector Risk Assessment Corporation Better 
Business 
Bureau 

 
Beginner 

Multifactor 
Authenticati
on for E-
Commerce 

PDF https://www.n
ccoe.nist.gov/s
ites/default/fil
es/library/sp1
800/cr-mfa-
nist-sp1800-
17.pdf 

Guide CI sector Risk 
Management 

Government National Institute of Standards 
and Technology 

Advanced 

2017 Annual 
Report 

PDF https://nvlpub
s.nist.gov/nist
pubs/SpecialP
ublications/NIS
T.SP.800-
203.pdf 

Report CI sector Standards Government National Institute of Standards 
and Technology 

Advanced 

Cyber Risk in 
an Internet 
of Things 
World 

Website/
PDF 

https://www2.
deloitte.com/u
s/en/pages/te
chnology-
media-and-
telecommunic
ations/articles
/cyber-risk-in-
an-internet-of-
things-world-
emerging-
trends.html 

Guide CI sector Internet of 
Things 

Corporation Deloitte 
 

Beginner 

Internet of 
Things From 
Cybersecurit
y Perspective 

PDF https://www.t
heseus.fi/bitstr
eam/handle/1
0024/151498/I
oT%20from%2
0cyber%20sec
urity%20persp
ective.pdf?seq
uence=1&isAll
owed=y 

Report CI sector Internet of 
Things 

Corporation Theseus 
 

Advanced 
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Cybersecurit
y Regained: 
Preparing to 
Face Cyber 
Attacks 

PDF https://www.e
y.com/Publicat
ion/vwLUAsset
s/ey-
cybersecurity-
regained-
preparing-to-
face-cyber-
attacks/$FILE/
ey-
cybersecurity-
regained-
preparing-to-
face-cyber-
attacks.pdf 

Report CI sector Preparedness Corporation Ernst and 
Young 

 
Intermediate 

IT Checklist 
for Small 
Businesses 

PDF https://www.c
paaustralia.co
m.au/~/media
/corporate/allf
iles/document
/professional-
resources/prac
tice-
management/i
t-checklist-for-
small-
business-
new.pdf?la=en 

Guide CI sector Preparedness Non-profit 
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Small 
Business 
Cybersecurit
y Guide 

PDF https://www1.
maine.gov/ag/
docs/Small-
Business-
Cyber-
Security-
Guide.pdf 

Guide CI sector Preparedness Academic 
Institution 

University of 
Southern 
Maine 

 
Intermediate 

Common 
Sense Guide 
to 
Cybersecurit
y for Small 
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Partnership 
for 
Workforce 
Quality 
(Grants and 
Support) 

Website http://commer
ce.maryland.g
ov/grow/partn
ership-for-
workforce-
quality-pwq 

General 
Resource 

CI sector Preparedness Government State of 
Maryland 

 
Beginner 

Cybersecurit
y Awareness 
Training 

PDF https://www.h
hs.gov/sites/d
efault/files/fy1
8-
cybersecuritya
warenesstraini
ng.pdf 

Guide CI sector Preparedness Government U.S. Department of Health and 
Human Services 

Intermediate 

Securing 
Your WT
/Artif/ry3.8D 19 >B7I7 0 Td
[(C)5.5(I s)1.4(e)5(c)-61.4(u].95(I -61Tc 0 Tw 3.552 0 Td39 )Tj
EMC 
/P <</MCID 18 >>BDC2
-0.008 Tc 0.008 Tw 4.224 0 u].4 0.12 re14.6(W)-10(c)-16(urbt)-0.6(r)-16(e) Tc 0 Tw 5.345 0 Td37 )Tj
EMC 
/P <</MCIMCID 0 >>BDC 21-0.008 Tc 0.008 Tw 4.224 0 .12 rettps://www.h
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Mutli-State 
Information 
Sharing & 
Analysis 
Center 
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