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I. Statutory Requirement 

This is the third biennial activities report of the Maryland Cybersecurity Council covering FY 

2020 and 2021. The report is required by SB 542. Md. Ann. Code, St. Gov’t Art. §9-2901 

Section 3.1 

https://www.umgc.edu/mdcybersecuritycouncil
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¶ SB 49/HB 38 (Department of Information Technology – Cybersecurity).7 Sponsors: Senator 

Lee and Delegate Carey. Related Council recommendation: 2019 Recommendation 2. This 

law expands the responsibilities of the Department of Information Technology to advise and 

oversee cybersecurity strategy across the executive branch of State government, as well as 

Maryland’s public institutions of higher education and to provide nonbinding guidance about 

cybersecurity to the legislative and judicial branches, counties, municipalities, school 

systems, and all other political subdivisions of the State. The bill had been proposed in the 

2020 session as SB 120/HB 235.  

Outreach and Support 

Beyond making policy recommendations intended for legislative consideration, the Council 

undertook other activities during the last two years.  

¶ Annual cybersecurity policy event for members of the General Assembly. As an ongoing 

initiative, the Council organizes an annual luncheon in Annapolis at the beginning of each 

session with subject matter experts to discuss cybersecurity issues for legislators and their 

staff members. The Council’s January 2020 reception included the Honorable George 

Barnes, Deputy Director of the NSA, who addressed election security and the major 

cybersecurity threats to the nation.  In 2021, the speaker was the Honorable Suzanne 

Spaulding, former Under Secretary of the National Protection and Programs Directorate at 

the Department of Homeland Security (2011 – 2017), and the current Senior Advisor for 

Homeland Security and Director of the Defending Democratic Institutions Project at the 

Center for Strategic and International Studies. Ms. Spaulding, a Solarium Commission 

member, discussed the recommendations of the Commission with attention to the role of the 

states in the nation’s cybersecurity.  The 2021 event was virtual due to the pandemic.    

 

¶ Support for the Emergency Number Systems Board (ENSB). Enacted in 2019, SB 339 (Public 

Safety – 911 Emergency Telephone System) directed the ENSB to consult with the Council 

on cybersecurity standards for the State’s NextGen 911 system.8 Pursuant to this 

responsibility, the Council’s Subcommittee on Critical Infrastructure identified two subject 

matter experts9 who have been advising ENSB’s cybersecurity committee on standards.  The 

Council’s subcommittee has met twice with a representative of the ENSB committee to 

understand the NextGen 911 project and to receive updates on the committee’s work.10 

 

 

 
7 See https://mgaleg.maryland.gov/2021RS/chapters_noln/Ch_318_sb0049E.pdf  
8 Md. Code Ann., Pub Safety Art, §

https://mgaleg.maryland.gov/2021RS/chapters_noln/Ch_318_sb0049E.pdf
https://mgaleg.maryland.gov/2019RS/chapters_noln/Ch_302_sb0339E.pdf
https://www.umgc.edu/documents/upload/draft-minutes-for-january-15-2021_A.pdf
https://www.umgc.edu/documents/upload/draft-minutes-for-january-15-2021_A.pdf
https://www.umgc.edu/content/dam/umgc/documents/upload/meeting-minutes-for-april-3-2020.pdf
https://www.umgc.edu/content/dam/umgc/documents/upload/meeting-minutes-for-january-21-2021.pdf
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¶ Developing a plan for an Information Sharing and Analysis Organization (ISAO) for 

Maryland. A white paper was drafted for the Council with subcommittee participation to 

describe how an ISAO could be established in the State.11 The paper was responsive to the 
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security[.]”15 To be completed within the next year, these studies are expected to result in further 

policy recommendations by the Council about certain critical infrastructure in the State:  

 

¶ The energy sector. Working with the Council, the Office of the Attorney General (OAG) 

https://mgaleg.maryland.gov/2018RS/chapters_noln/Ch_151_sb0281T.pdf
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addition to its appointed members, the Council has attracted a number of “contributors” to its 

work, viz. private citizens who are not appointed members but who are willing to give Council 

initiatives their time and expertise.21   

The Council’s work was unimpaired by the pandemic. Like other State entities, it has continued 

to function virtually. Consequently, it has maintained a full schedule of plenary and 

subcommittee meetings.22  

The Council meets in plenary session three times per year. These meetings are announced and 

open to the public. As part of its ongoing discovery, it dedicates half of its business meetings to 

presentations by subject matter experts on cybersecurity-related issues. Apart from the Annapolis 

meetings mentioned above, presenters at the plenary meetings in this biennial period included: 

¶ Frank Grimmelmann (President and CEO, Arizona Threat Response Alliance [ACTRA]), 

“ACTRA Overview: Lessons Learned in Building a Successful State-level Threat Response 

Organization” 

¶ The Honorable Tom Wheeler (FCC Chairman, 2013–2017) and RADM (USN, Ret.) and 

David Simpson (Chief, FCC Public Safety and Homeland Security Bureau, 2013–2017), “5G 

and Cybersecurity” 

¶ Dr. Thomas Rid, Professor of Strategic Studies, Johns Hopkins University, “Active 

Measures: Hacking American Elections”  

¶ Douglas Robinson, Executive Director, National Association of State CIOs (NASCIO) 

“Cybersecurity: the State of the States”  

During the period of this report, the Council’s subcommittees met a total of 20 times. Their  

meetings—also announced and open—shaped new recommendations discussed below and 

served as fora to obtain or request broader public input to inform bills. The latter has been true, 

for example, of the Subcommittee on Law, Policy, and Legislation (breach notification law 

updates, consumer control of their data, incentives for businesses to invest in cybersecurity)23 

and the Subcommittee on Cybersecurity Education and Workforce Development (talent pipeline 

management model for the State).24  

The subcommittees also undertake other activities to advance Council recommendations.  The 

white paper for an information sharing and analysis organization within the State was shaped by 

discussions between the Subcommittee on Critical Infrastructure and the Arizona Cyber Threat 

and Response Alliance.25 Similarly, the public education webinars on cybersecurity topics 

mentioned earlier were organized by the Subcommittee on Public Awareness and Community 

Outreach.  

 
21 See Notes 5, 11, and 15.  
22 See Office of the Attorney General, Open Meetings Act Manual  (10th edition), pp 3-5 to 3-7 at 

https://www.marylandattorneygeneral.gov/OpenGov%20Documents/omaManualPrint.pdf  
23
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to the Council 

¶ Kristin Jones Bryce, Vice President of External Affairs, University of Maryland 

Medical System 

¶ Robert W. Day Sr., Councilman, College Park, Maryland 

¶ Anupam Joshi, PhD, Director, Center for Security Studies, University of Maryland, 

Baltimore County 

¶ Fred Hoover, Esq., Counsel, Maryland People’s Counsel 

¶ Linda Lamone, State Administrator, State Board of Elections 

¶ Walter “Pete” Landon, Director, Governor's Office of Homeland Security 

¶ Mary Ann Lisanti, Delegate, District 34A, Maryland General Assembly 

¶ Anthony Lisuzzo, Board Member, Army Alliance 

¶ Colonel William Pallozzi, Maryland Secretary of State Police 

¶ Russell Strickland, Director, Maryland Emergency Management Agency 

 

Subcommittee on Critical Infrastructure and Cybersecurity 

Subcommittee Objectives 

¶ For critical infrastructure not covered by federal law or Executive Order 13636 of the 

President of the United States, identify best practices in conducting risk assessments to 

determine which local infrastructure sectors are at the greatest risk of cyber attacks and 

need the most enhanced cybersecurity measures 

¶ Use federal guidance to identify categories of critical infrastructure as critical cyber 

infrastructure if cyber attacks to the infrastructure could reasonably result in 

catastrophic consequences 

¶ Assist infrastructure entities that are not covered by the Executive Order in complying with 

federal cybersecurity guidance 

¶ Assist private sector cybersecurity businesses in adopting, adapting, and 

implementing the National Institute of Standards and Technology (NIST) 

Cybersecurity Framework 

¶ Assist State of Maryland government entities, as well as educational entities, in 

adopting, adapting, and implementing the NIST Cybersecurity Framework 

¶ Recommend strategies for strengthening public and private partnerships necessary to secure 

the State’s critical information infrastructure 
 

Subcommittee Members 

¶ Chair: Markus Rauschecker, Cybersecurity Program Director, Center for Health and 

Homeland Security, Carey School of Law, University of Maryland, Baltimore 

¶ John Abeles, President and CEO, System 1, Inc.  

¶ 
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Law, University of Maryland, Baltimore 

¶ Terri Jo Hayes, Executive Consultant, Mfusion, Inc. 

¶ 
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The University of Maryland Global Campus is the staffing agency for the Maryland 

Cybersecurity Council.26 The university has been designated as a National Center of Academic 

Excellence in Information Assurance and Cyber Defense Education by the National Security 

Agency and the Department of Homeland Security and as a National Center of Digital Forensics 

Academic Excellence by the Defense Cyber Crime Center Academic Cyber Curriculum. 

 

IV. Council-Related Activities in Detail 

Activities related to the Council include legislative and non-legislative initiatives, including 

outreach and support and stage setting activities. Each of these are discussed in turn.  The stage 

setting activities are discussed in separate section. 

Legislation Introduced by the Council’s Legislative Members 

The legislation discussed in this report are those undertaken by the Council’s legislative 

members in connection with objectives of the Council.  As noted in Section I, five members of 

the Council are also members of the General Assembly. This creates a bridge between the 

Council’s policy work and the potential for enacting strong cybersecurity policies. As 

summarized below, the Council’s legislative members proposed a total of 19 bills (seven cross-

filed) and 16 bills (seven cross-filed), respectively, in the 2020 and 2021 sessions. Between both 

sessions, two bills (italicized/bold) passed the General Assembly and were approved by the 

Governor. 

Bills Sponsored or Co-sponsored by Legislative Members of the Council 

 2020 2021 

 Bills Consistent 

with Objectives of 

Specific Council’s 

Recommendations 

Bills 

Addressing 

Challenges  

Discussed in 

the Council 

2017 – 2019 

Activity 

Report 

Bills Consistent 

with Objectives of 

Specific Council’s 

Recommendations 

Bills 

Addressing 

Challenges 

Discussed in 

the 2017 – 

2019 Activity 

Council Report 

Government –  

Cybersecurity  

SB 120/HB 235 

SB 5 

HB 996 

SB 1036/HB 

1618 

 

SB 49/HB 38 
SB 69/HB 879 

SB 917/HB 587 

 

SB 69/HB 879 

Consumer 

Protection 

SB 201/HB 237 

SB 957/HB 784 

HB 249 

SB 443/HB 888 

 SB 112/HB 148 

SB 930 

 

Changes in 

Criminal Law 

SB 30/HB 215  SB 623/HB 425  

Cybersecurity 

Education & 

Workforce 

Development 

SB 893 SB 1049 

SB 724/HB 

1580 

SB 231/HB 824 SB 902 
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https://mgaleg.maryland.gov/mgawebsite/Legislation/Details/SB0120/?ys=2020rs
https://mgaleg.maryland.gov/mgawebsite/Legislation/Details/SB0957/?ys=2020rs
https://mgaleg.maryland.gov/mgawebsite/Legislation/Details/Hb0249/?ys=2020rs
https://mgaleg.maryland.gov/mgawebsite/Legislation/Details/SB0443/?ys=2020rs
https://mgaleg.maryland.gov/mgawebsite/Legislation/Details/SB0112
https://mgaleg.maryland.gov/mgawebsite/Legislation/Details/SB0930
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 Government Cybersecurity 
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specific recommendations the Council made.  

One of these bills was enactottin 2021. In 2019, the Council recommended that the State  Department of Information Technology Cybersecurity)tin the 2020 session.�7RZ�RR�% �p�°�€ �P��$P�Å$ð�O�V��% � �€� ð �G��$°�@�Y�H��%P�€RVRU% ���p�€�G��$À���RV�R�P�H��RZ�D�\��%p�% RW�K�H��"`�R�X�Q�F�LRO�¶�V��%P�H�F�R�PRP�H�Q�G�D�W�L�R�Q��%p�% RF�U�H�D�WRH��$@��

prepare for and respond to an emergency (20d
(R)-0 6(e)4 (c)4 (omm)-3 (e)4 (nda)4 (ti)-3 (on 1))3 (. )-9 (I)13 (n 20)-9 (20, S)-3 (e)4 (na)4 (tor H)3 (e)4 (ste)-8 (r )]TJ/T*
[(sponsore)5 (d S)-3 (B)-2 (
5 (Publ)-2 (ic S)8 (a)4 (fe)7 (ty )-7Td
7 (-)3 ( C)-2 (ybe)-5 (r F)9 (irst(R)-4 (e)4 (spo)-10 (nde)4 (r Re)4 (se)3 (rv)-6 (e)4 ( Established)-8 ()tto c)5 (re)-2 (a)4 (te a)6 ( spe)-6 (c)4 (ial )]TJ/T*
[(unit)-3 ( withi)-3 (n the St)-3 (a)4 (te Mil)-2 (i)8 (tar)5 (y De)6 (pa)-5 (rtme)3 (nt t)-3 (o do thi)-3 (s.)]TJ/ArtifaReferencetnD
( )T 27 
/TT1 12 Tf
8
0.0427 Tc6.16 249.766 4.56)Tj
E3539.5H4 <</PtnD
( )T 6 
/TT1 12 Tf
0 669.9416 8Td
(-4.56)Tj
E239.51( )0
01332.95 408.4366m
[(I)13 (n the s)-8 (a)4 (me se)5 (ssi)-3 (on, D)-7 (e)4 (lega)6 (te L)3 (isanti )]TJ/-260.92464 4.88

https://mgaleg.maryland.gov/mgawebsite/Legislation/Details/SB0120/?ys=2020rs
https://mgaleg.maryland.gov/mgawebsite/Legislation/Details/SB0049
https://mgaleg.maryland.gov/mgawebsite/Legislation/Details/SB0005/?ys=2020rs
https://mgaleg.maryland.gov/mgawebsite/Legislation/Details/HB0996/?ys=2020rs
https://www.umgc.edu/documents/upload/maryland-cybersecurity-council-activities-report-2017-2019.pdf
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1036 passed the Senate but remained within the House Health and Government Operations 

Committee until the legislative session ended.38 

 

¶ In 2021, SB 69/HB 879 (Cybersecurity Coordination and Operations - Establishment and 

Reporting) was sponsored by Senators Hester and Simonaire and Delegate R. Watson. House 

and Senate versions of the bill were passed near the end of session but were not reconciled 

prior to session’s end.39 The bills changed substantially during session as a result of 

consultations with the State agencies involved and a working group convened by the 

Education, Health, and Environmental Affairs (EHEA) Committee to consider consolidating 

into one bill several bills concerned with State and local cybersecurity.  

Consequently, the original SB 69/HB 879 absorbed the provisions of SB 917/HB 587 

(Department of Information Technology - Status of Information Technology and Cybersecurity 

in State and Local Agencies) that had been sponsored by Senator Hester and Delegate R 

Watson40 and SB 348 (State Government – Information Technology – Cybersecurity), a bill 

introduced by the Chair of the EHEA Committee at the request of the Department of Information 

Technology. The result was an amended SB 69/HB 879 that a) would have codified the 

https://mgaleg.maryland.gov/mgawebsite/Legislation/Details/SB1036/?ys=2020rs
https://mgaleg.maryland.gov/mgawebsite/Legislation/Details/SB0069
https://mgaleg.maryland.gov/mgawebsite/Legislation/Details/SB0917
https://mgaleg.maryland.gov/mgawebsite/Legislation/Details/SB0348
https://mgaleg.maryland.gov/mgawebsite/Legislation/Details/SB0623
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https://mgaleg.maryland.gov/2021RS/chapters_noln/Ch_146_sb0623T.pdf
https://mgaleg.maryland.gov/mgawebsite/Legislation/Details/SB0893/?ys=2020rs
https://mgaleg.maryland.gov/mgawebsite/Legislation/Details/SB0231
https://www.umgc.edu/documents/upload/maryland-cybersecurity-council-activities-report-2017-2019.pdf
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Senator Hester introduced two other bills in the 2020 and 2021 sessions that were responsive to 

the workforce gap described by the Council and informed by its Subcommittee on Cybersecurity 

Education and Workforce Development:   

¶ SB 1049 (Cybersecurity Talent Pipeline Management Program).48 Proposed in the 2020 

session and modelled on the US Chamber of Commerce Talent Pipeline Management 

Program, SB 1049 would have created a public private “collaborative” to identify critical 

skills needs, develop a strategic plan to address those needs, and make specific 

recommendations to improve training offered through apprenticeships, entry-level positions, 

or postsecondary programs. The collaborative would be established via a competitive grant 

program administered and funded by TEDCO.  

 

¶ SB 902 (Economic Development - Cyber Workforce Program and Fund – Established).49 

This 2021 bill retained the concept of a public/private partnership to guide existing and future 

investments in Maryland’s cybersecurity workforce, but would  have implemented it 

differently. Specifically, it would have created a “cyber workforce program” to be directed 

by the Department of Commerce “in consultation” with the Cybersecurity Association of 

Maryland (CAMI).  

Under the latter bill, CAMI would have responsibility to provide “planning, strategies and other 

resources” to result in the development of new training programs where needed, the expansion of 
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¶ Public education. The Council’s Subcommittee on Public and Community Outreach 

organized three webinars in the 2019 – 2021 period that were directed at general audiences 

and small businesses: Cyber Criminals Are Looking for You (April 30, 2020, and June 2, 

2021) and Cybersecurity and Your Business (October 22, 2020).  These webinars were 

hosted as a public service by Maryland CASH. Presenters included Attorney General Brian 

Frosh and Joseph Carrigan, Senior Security Engineer, Johns Hopkins University Information 

Security Institute. 

 

¶ 



20 
 

2021.62 Where appropriate, the discussion below references legislation introduced or enacted in 

other states.  

 

Subcommittee on Law Policy and Legislation 

2021 

https://www.ncsl.org/research/telecommunications-and-information-technology/cybersecurity-legislation-2015.aspx
https://www.ncsl.org/research/telecommunications-and-information-technology/cybersecurity-legislation-2021.aspx
https://www.ncsl.org/research/telecommunications-and-information-technology/cybersecurity-legislation-2021.aspx
https://s3.amazonaws.com/bizzabo.file.upload/IwI5U7ZsQtid7yRInVMr_An%20Analysis%20of%20Legislation%20-%20Weds%20March%2024%200900%20-%20Show%20Time%20Deck.pdf
https://s3.amazonaws.com/bizzabo.file.upload/IwI5U7ZsQtid7yRInVMr_An%20Analysis%20of%20Legislation%20-%20Weds%20March%2024%200900%20-%20Show%20Time%20Deck.pdf
https://search-prod.lis.state.oh.us/solarapi/v1/general_assembly_132/bills/sb220/EN/05/sb220_05_EN?format=pdf
https://search-prod.lis.state.oh.us/solarapi/v1/general_assembly_132/bills/sb220/EN/05/sb220_05_EN?format=pdf
http://iga.in.gov/static-documents/6/3/5/1/6351a8b8/HB1372.05.ENRS.pdf
http://iga.in.gov/static-documents/6/3/5/1/6351a8b8/HB1372.05.ENRS.pdf
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of defined options and avoids a static set of requirements that the State would need to update 

from time to time. Under the statute, businesses must respond directly to changes in the 

standards or frameworks by the issuing organizations.  

Takes into account other regulatory regimes. The Act allows that a qualifying cybersecurity 

program may be achieved by firms already in substantial compliance with the Health Insurance 

Portability and Accountability Act (HIPPA), the Gramm-Leach-Bliley Act (GLBA), Federal 

Information Security Modernization Act, or the Health Information Technology for Economic 

and Clinical Health Act (HITECH).  The statute requires that businesses in compliance with 

payment card industry (PCI) data security standard must also comply with one of the other 

standards that the ODPA lists.  

Recognizes that one size does not fit all. The Act requires firms to “(c)reate, maintain, and 

comply with a written cybersecurity program that contains administrative, technical, and 

physical safeguards for the protection” in reasonable conformity with one or a more of the 

standards or frameworks that it identifies. But it allows that a firms program is “appropriate” if it 

is based on (1) the size and complexity of the covered entity; (2) the nature and scope of the 

activities of the covered entity; (3) the sensitivity of the information to be protected; (4) the cost 

and availability of tools to improve information security and reduce vulnerabilities; (5) the 

resources available to the covered entity.” 

Utah enacted a similar law (HB 80)66 in 2021 and other state legislatures have seen the 

introduction of similar if not identical bills this year. These include Illinois (HB 3030),67 New 

Jersey (SB 3062),68 and Connecticut (HB 6607).69  Georgia saw a similar bill (HB 240), although 

it did not link the qualifying cybersecurity program to a recognized standard ala the Ohio law.70 

Indiana enacted a statute that extends safe harbor against certain tort actions to insurance 

companies, again without using the standards approach. A 2021 Connecticut bill would have 

applied the safe harbor concept differently, providing a tax credit to businesses for certain 

investments in a cybersecurity program.71   

2021 Recommendation 2. That the State consider appropriate legislation to ensure the 

transparency to consumers of the information held by entities about them and how it is 

used, the right of consumers to inspect, correct and delete such data, and their right to opt 

out of the sale of data to third parties. 

 
66 2021 Utah HB 80 (Data Security Amendments), https://le.utah.gov/~2021/bills/hbillenr/HB0080.pdf  
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This recommendation broadens and replaces a recommendation previously made by the 

Subcommittee that only addressed Internet Service Providers (ISPs).72 The revised 

recommendation acknowledges that appropriate legislation may consider the size of an entity, 

the number of consumers on whom data is collected, the obligations otherwise in law to retain 

certain data, and whether certain data is already regulated, among other factors.  

Superseding a previous recommendation, this reformulation takes into account the pace, scale, 

and ever-expanding practice of collecting ever deeper information about consumers’ lives. The 

premise of the recommendation is that greater consumer awareness and control over data will 

produce two potential benefits.  

One is possibly reducing the volume of sensitive data exposed in the improper disclosure of 

information through breaches. As Maryland residents know, breaches affecting them are a fact of 

life. In Fiscal Year 2020, 871 unique entities—businesses, nonprofits, units of government—

reported breaches impacting Maryland residents. The cumulative number of residents whose data 

was compromised was 630,867. Since each entity reports breaches separately, this number likely   

includes some number of residents more than once, indicating that some residents were affected 

by more than one breach. This is even more probable considered longitudinally where the 

cumulative number of separately reported Maryland residents affected in three fiscal year 

snapshots (2016, 2018, and 2020) is more than 5.2 million.73 

The other benefit of greater transparency and consumer control over data is to help entities avoid  

unfair outcomes. In 2019 testimony before the US Senate Committee on Banking, Housing, and 

Urban Affairs, the executive director of the World Privacy Forum stated that: 

1) Credit scores and predictions are being sold that are not regulated by the Fair Credit 

Reporting Act (FCRA); 

2) The technology environment is facilitating more scores being used in more places in  

https://www.umgc.edu/documents/upload/maryland-cybersecurity-council-activities-report-2017-2019.pdf
https://www.umgc.edu/documents/upload/data-breaches-fy-2016-snapshot.pdf
https://www.umgc.edu/documents/upload/data-breaches-fy-2018-snapshot.pdf
https://www.umgc.edu/documents/upload/data-breaches-fy-2020-snapshot-pdf.pdf
https://www.umgc.edu/documents/upload/data-breaches-fy-2020-snapshot-pdf.pdf
https://www.banking.senate.gov/imo/media/doc/Dixon%20Testimony%206-11-19.pdf
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In the same hearing, the Government Accounting Office provided similar testimony highlighting 

gaps in federal law that have not paced with contemporary practices in the collection and use of 

consumer data presenting the potential for unfair outcomes.75  

In the absence of federal law providing greater transparency and control, California enacted its 

Consumer Privacy Act in 2018, which was amended in 2019, and again in 2020.76 Virginia has 

followed suit with its own Consumer Data Protection Act in 2021.77  While similar in many ways 

to the California law, it was influenced by a bill introduced this year in the Washington State 

General Assembly that did not pass.78  

2021 Recommendation 3. That the State consider legislation to enhance the security of 

Internet of Things (IoT) devices.  

This recommendation generalizes 2017 Recommendation 6 to recognize that there are a variety 

of approaches to improving the cybersecurity of IoT devices.  

Two states have enacted laws to enhance the security of such devices. In 2018, California was 

the first to require security basic features in IoT devices “sold or offered for sale” in the State.79 

The law requires “connected” devices to have security features that are “appropriate to the nature 

and function of the device; appropriate to the information the device may collect, contain or 

transmit; and designed to protect the device and any information contained in it from 

unauthorized access, destruction, use, modification, or disclosure[.]” For devices equipped for 

authentication outside of a local area network, the security requirements of the Act are met if 

passwords that are pre-programmed are unique, or the consumer is required to generate a 

password before the device can be accessed the first time. Oregon passed a law in 2019 that is 

modelled on California’s but with a number of differences.80   

Attempts have been made in Maryland and other states to pass bills that are identical or similar 

to the California law. In the 2019 and 2020 sessions, Senator Lee and Delegate Carey sponsored 

 
75  Cackley, A.P. (2019, June 11). Consumer privacy: Changes to legal framework needed to address gaps.  

Statement of the Government Accounting Office in testimony before the US Senate Committee on Banking, 

Housing, and Urban Affairs. https://www.banking.senate.gov/imo/media/doc/Cackley%20Testimony%206-11-

19.pdf  
76 See Office of Governor Gavin Newsome. (2019, October 11).  Governor Newsome issues legislative update 10-

11-19. https://www.gov.ca.gov/2019/10/11/governor-newsom-issues-legislative-update-10-11-19/ and Cole, C., 
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SB 553/HB 176 and SB 443/HB 888, respectively. Other states that have tried to enact such laws 

recently include Illinois, Massachusetts, New York, and Virginia.81   

A key development affecting this recommendation will be the broader industry impact of HR 

1668 (Internet of Things Cybersecurity Improvement Act of 2020) passed by the 116th Congress 

and signed by the President. With certain limitations, the Act requires that federal agencies only 

procure connected devices that meet NIST IoT security requirements.82 Similarly, it will bear 

watching whether the security labelling pilot directed by Executive Order 14028 for consumer 

IoT devices will be adopted by software developers and manufacturers.83   

2021 Recommendation 4.  That there be transparency with the State by critical 

infrastructure providers about compromises that interfere with operations.  

Georgia enacted a broad reporting law84 relating to breaches this year that applieTj
E Order 1402( (a)4o-3 ( wi )-54 
/P  te)4 (Tjm/MCID 4,2/Refe (itrc)10 (m4>l3.5 (it)-sopdm
[(C 
/RefeC 
/Rem4>l3.5 (it)y r5 (re)7 poed by E( O)-7)-15.66)7 0ri) 28 >>r4t 
/P iv8.31 53<</s.31 5

https://www.edn.com/legal-requirements-for-iot-security-start-to-emerge/
https://www.govinfo.gov/content/pkg/BILLS-116hr1668enr/pdf/BILLS-116hr1668enr.pdf
https://www.nist.gov/news-events/news/2020/12/nist-releases-draft-guidance-internet-things-device-cybersecurity
https://www.nist.gov/news-events/news/2020/12/nist-releases-draft-guidance-internet-things-device-cybersecurity
https://www.govinfo.gov/content/pkg/FR-2021-05-17/pdf/2021-10460.pdf
https://www.legis.ga.gov/api/legislation/document/20212022/200290
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for a variety of pathways to the cybersecurity profession, including apprenticeships and 

career and technical education.    

Maryland ranks as a top ten “tech” state by several measures, but it is challenged to find the 

skilled workers that it needs. This is especially true in cybersecurity.  

“Net tech” as an employment metric that CompTIA uses to gauge how dominant the tech sector 

is within a state. “Net tech” employment includes core technical workers, whether with a 

company or full-time self-employed, and other nontechnical workers (sales, marketing, HR, etc.) 

who round out the workforce of technical firms.85   

Among US states, Maryland has the sixth highest concentration of “net tech” workers as a 

percentage (10.7%) of the State’s total employment.86 Among US cities, Baltimore ranks 20th in 

“net tech” employment.87  This sector accounts for 12.2% ($44.7 billion) of Maryland’s 

economy, and it is expected to grow by 16% over the 2020 – 2030 period.88   

Within its tech sector, Maryland has continued to see a persistent shortfall in cybersecurity 

related talent. According to Cyberseek, from April 2020 – March 2021, the State had 41,708 

professionals employed in cybersecurity positions but also had 19,545 open positions.89  The 

same is the case across the nation, putting Maryland in competition with other states for talent. 

This is true despite the State’s strong postsecondary education sector and a number of 

complementary workforce development initiatives.  

This recommendation was informed by subcommittee discussions that explored the talent 

pipeline management model employed by Kentucky, Arizona and other states that is premised on 

industry-led discussions of workforce training needs. It also benefitted from a survey that was 

conducted earlier this year by the Cybersecurity Association of Maryland (CAMI) and co-

developed with the subcommittee and Council staff.90   

https://www.cyberstates.org/pdf/CompTIA_Cyberstates_2021.pdf
https://www.cyberseek.org/heatmap.html
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for apprenticeships is enough, suggesting that tuition support for apprentices taking college 

courses should also be considered.   

Two Studies to Be Completed in FY 2022 

 

In addition to new recommendations that will receive attention in the next two years, the Council 

is involved in two substantial studies to look at critical infrastructure within the State. The 

Council’s enabling statute is especially concerned with critical infrastructure “damage or 

unauthorized cyber access” which could threaten life on a large scale, cause “catastrophic 

economic damage” or “severe degradation of State or National security”.91 To be completed 

within the next year, these studies are expected to result in further policy recommendations by 

the Council about certain critical infrastructure in the State:  

 

¶ The energy sector. 
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Council’s meetings are public, and it welcomes the participation of everyone who has an interest 

in these issues.93  

VII. More Information 

 

Questions may be addressed to:  

 

University of Maryland Global Campus   

ATTN Maryland Cybersecurity Council Staff  

3501 University Boulevard East 

Adelphi, Maryland 20783   

Marylandcybersecuritycouncil@umgc.edu94  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
93 Meetings are announced on the Council’s website. 
94 The Report was offered to the Council for review.  Suggested changes were received from members of each 

subcommittee and were incorporated into the draft. The Report was subsequently reviewed and approved by the 

Office of the Attorney General.  The draft was created by Dr. Gregory von Lehmen, Special Assistant for 

Cybersecurity, University of Maryland Global Campus, and staff to the Maryland Cybersecurity Council. 

mailto:Marylandcybersecuritycouncil@umgc.edu
https://www.umgc.edu/administration/leadership-and-governance/boards-and-committees/maryland-cybersecurity-council


28 
 

APPENDIX A 

Recommendations of the Maryland Cybersecurity Council  

2016 - 2021 
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Recommendations in the 2016 Interim Report Originating Subcommittee 

1. Creation of Cyber First Responder Reserve Law, Policy, Legislation 

2. Updates to the Maryland Personal Information Protection 

Act  

3. Civil Cause of Action for Remote Unauthorized Intrusions 

4.  Facilitating Use of the No-charge Credit Freeze Option  

5. Inclusion of NIST Cybersecurity Framework in the State IT 
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 Recommendations in the 2017 Biennial Report 

(Continued) 

Originating Subcommittee 

4.  Inclusion of a ransomware definition in the Maryland’s 

extortion statute or a new code section with increased 

penalties for extortion levels below the general extortion 

statute threshold. 

Law, Policy, and Legislation 

5. Legislation to create the right of civil action against former 

employees in the event of a breach due to intentional 

conduct that was the proximate cause of actual damages or 

mitigation costs, with punitive damages available when 

plaintiff can prove malice. 

6.  Legislation that would require IoT devices to include 

consumer labelling about the security features the devices 

incorporate. (Replaced by 2021 Recommendation 3). 

7.  Legislation to ensure the transparency to consumers of data 

held by data brokers about them, the right of consumers to 

inspect and correct wrong data, and the right to opt out of 

the sale of their data by brokers for marketing or people 

search purposes. 
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Recommendations in the 2019 Biennial Report Originating Subcommittee 

1. The state should address the security vulnerabilities of its 

absentee balloting system as soon as possible.  

Joint Recommendation of  Law, 

Policy, Legislation 

Subcommittee and Critical 

Infrastructure Subcommittee 

2.  North Dakota Senate Bill 2110 should be considered in 

conjunction with all interested stakeholders to understand 

to what extent it could serve as a model for Maryland by 

enlarging DoIT’s role within the state. 

Law, Policy, and Legislation 

3.  The state should act to support the cybersecurity of the 

electric utilities serving Maryland. Noted in this 

connection are actions taken by California, Michigan and 

other states in consultation with their utility stakeholders.  

Critical Infrastructure 

Subcommittee 

4 Information Sharing and Analysis Organization (ISAO). 

The state should establish or facilitate an information 

sharing and analysis organization especially targeted on 

small and medium-size businesses in Maryland. Such an 

organization would enable small and medium-size 

business to better protect themselves against breaches by 

receiving timely threat information, breach mitigation 

assistance, advice on steps to take to protect themselves, 

and proactive training. There are different models that 

state policymakers can consult for this purpose. (Replaces 

2017 Recommendation 8). 

Joint Recommendation of the 

Critical Infrastructure 

Subcommittee and the Economic 

Development Subcommittee 

5. Cybersecurity Workforce03 0.re
f*
CoT570.-4 (lopm)-(nd )4 . SAO).
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White Paper95  

An Information Sharing and Analysis Organization for Maryland 

 

I. The Vision 

 
Proposed is a grass-roots, industry-created, industry-led, and wholly membership-funded 

Maryland Information Sharing and Analysis Organization (ISAO).96 The current cyber threat 

environment requires coordination and collaboration by communities of interest that complement 

Information Sharing and Analysis Centers (ISACs), which were primarily established to focus on 

protecting the Nation’s critical infrastructure (CI). ISAOs are meant to do that; widen threat 

sharing by bringing together entities that cross CI sectors and include non-CI entities. As ISAOs 

have been stood up, they have been used for cyber workforce development and other objectives 

beneficial to their members.  

 

While large Maryland CI firms participate in their sector-specific ISACS, there is no threat 

sharing organization in the State that has been able to effectively bring together representatives 

from across various CI and non-CI sectors. Moreover, smaller CI providers in Maryland—water 

co-ops are an example—are not likely to participate in their sector ISACs and most likely 

operate outside of any organized threat sharing network. 

 

Central to this proposal is both an ask and a unique offer of assistance.  

 

¶ The ask is for a small group of firms—six—that would be strongly committed from Day 1 

through their financial support to stand up the ISAO, to take an active part in shaping its 

organization, and to set it on a trajectory of success.  

¶ The offer of assistance is from the Arizona Cyber Threat Sharing Alliance (ACTRA)—a 

well-established and nationally-respected ISAO. ACTRA is willing to support the stand-up 

of a Maryland ISAO so that there is immediate value to the Maryland charter firms. This 

would be in terms of cross-sector threat sharing, access to ACTRA’s organizational and 

operational documents to adapt to Maryland, and in general an insider’s seat to experience 

the range of cyber workforce development and other ACTRA activities.  

 

To be emphasized is that the proposal is not simply to replicate ACTRA. It is to draw on its 

culture, organization, and operational experience as appropriate to launch a uniquely Maryland 

entity. The ways in which ACTRA is willing to assist is discussed in Section V below.  

 

 
95 This working document was drafted by Dr. Gregory von Lehmen for the Subcommittee on Critical Infrastructure 

of the Maryland Cybersecurity Council. It includes as an appendix a legal analysis by interns at the Center for 

Health and Homeland Security at the University of Maryland School of Law. The representations about ACTRA 

have been made with the approval of Frank Grimmelmann, ACTRA President/CEO.  
96 The need for ISAOs was recognized by Executive Order 13691 (Promoting Private Sector Information Sharing), 

accessed at https://www.govinfo.gov/content/pkg/FR-2015-02-20/pdf/2015-03714.pdf.  For a discussion of ISACS 

and ISAOS see Bruce Bakis and Edward Wang, Building a National Cyber Information Sharing Ecosystem, MITRE 

Corporation, 2017, accessed at https://www.mitre.org/sites/default/files/publications/building-national-cyber-

information-sharing-ecosystem-pr-17-1125.pdf  
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II. Legal Protections for Threat Information Sharing 
 

The proposal presumes certain protections for firms engaged in sharing threat information. 

Under federal law, firms sharing threat information according to law are afforded protections 

against:  

 

¶ Tort litigation 

¶ State and local disclosure laws, including FOIA requests 

¶ Government enforcement actions as a result of breach disclosure 

¶ Disclosure of Intellectual Property and Trade Secret Information 

¶ Government antitrust enforcement actions 

 

A detailed analysis of the applicable law by the Center for Health and Homeland Security 

(CHHS) at the University of Maryland-Baltimore School of Law may be found in Appendix B.  

 

III. The Model 
 

There is no one model for ISAOs. “ISAOs may be organized on the basis of sector, sub-sector, 

region, or any other affinity, including in response to particular emerging threats or 

vulnerabilities. ISAO membership may be drawn from the public or private sectors or consist of 

a combination of public and private sector organizations. ISAOs may be formed as for-profit or 

nonprofit entities.”97    

 

The proposed model for a Maryland ISAO is a proven state-level one, namely the Arizona Cyber 

Threat Response Alliance (ACTRA). ACTRA is a 501 (3)(c). It was created in 2013 after an 18-

month long study that began in 2011. With the support of the Arizona InfraGard, ACTRA was 

https://www.isao.org/storage/2018/06/ISAO-600-1-A-Framework-for-State-level-ISAOs.pdf
https://azinfragard.org/actra/
https://d1y8sb8igg2f8e.cloudfront.net/documents/Cybersecurity_for_the_States_Lessons_from_Across_America_FINAL_3.pdf
https://d1y8sb8igg2f8e.cloudfront.net/documents/Cybersecurity_for_the_States_Lessons_from_Across_America_FINAL_3.pdf
https://sites.google.com/wictra.org/wictra/about-us
http://www.umuc.edu/mdcybersecuritycouncil
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Grimmelmann’s presentation, members of the Council visited Phoenix for a day of meetings 

with ACTRA staff, selected ACTRA corporate members, and other stakeholders. In those 

conversations, ACTRA offered three different options for assisting the launch and operation of a 

Maryland ISAO. These play a critical part in this proposal and are discussed under Section V 

below. 

 

IV. 
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In all of these ways, the vision is for the ISAO is to replicate the organization, services, and 

benefits that after seven years of operation ACTRA is able to offer its members.101 

 

V. Strategy for Start-up and Longer-Term Operations 
 

In the discussions with ACTRA representatives in Phoenix, three options were offered to help a 

charter group of Maryland firms launch an ISAO: 

  

¶ Option 1: Acting as an informal sounding board for Maryland-led efforts.  

¶ Option 2: Engaging ACTRA at a negotiated government rate to assist in planning and 

organizing a Maryland ISAO.  

¶ Option 3: The “rapid execution/dual membership model” under which the chartering 

Maryland members aim to become an independent ISAO and peer of ACTRA. Under this 

option,  

o The chartering members would have dual membership with ACTRA and the 

Maryland ISAO in CY 2021.  The ACTRA membership fee ($6, 500) would be 

represent a steep discount off the normal member rate. 

o The membership would carry all the benefits enjoyed by ACTRA members and 

permit visibility into ACTRA’s culture, operations backroom support, and range 

of workforce development programs, including its relationships with K20 

education.  

o ACTRA would share key operating documents pro bono for adaptation and use 

under a perpetual IP license.  

o Finally, if the Maryland ISAO needs direct facilitation, ACTRA would be willing 

to provide consulting support or act as a sounding board at a low contract rate.  

 

This proposal is based on Option 3 which offers several key advantages: 

¶ It allows for an immediate value proposition in CY 2021 for the charter members of the 

Maryland ISAO through actionable information sharing and participation in the full range 

of ACTRA programs.  

¶ The Maryland ISAO would be able focus in CY 2021 on membership building and in 

preparing to become operationally independently as a peer of ACTRA in CY 2022.  

¶ The chartering group would be able to take what they absorb from ACTRA in CY 2021 

and adapt it the Maryland ISAO.  

¶ It reduces the effort needed to stand up a Maryland ISAO by taking advantage of 

ACTRA’s willingness to share pro bono of legal, governance, and other operational 

documents to be adapted to Maryland and to serve when needed as a formal consultant at 

a low rate.  

 

 

 
101 See Appendix I of this document for a more detailed discussion of ACTRA from Cohen and Nussbaum, opus cit.  



https://www.isao.org/storage/2017/09/ISAO-SP-1000-Forming-a-Tax-Exempt-Entity-v-1-0.pdf
https://sos.maryland.gov/Charity/Pages/Non-Profit-Organization.aspx
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Budget Line Items 2021 2022 2023 

Revenues105    

ISAO Membership $240,000 $240,000+ $240,000+ 

Total $240,000 $240,000+ $240,000+ 

    

Costs    

Executive Director106    

Salary $150,000 $155,000 $160,000 
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Notional Implementation Plan  

 

Notional Rapid Deployment Timeline 

 
CY 2021 

Month Goals ACTRA Support 

July - 

September 

Core private sector group is recruited as the founding 

dues-paying members committed to standing up the 

ISAO. 

ACTRA President/CEO is 

willing to participate in 

orientation session to provide 

more information about ACTRA 

and to answer questions of the 

chartering Maryland group. 

 Tasks of founding group: 

a. 
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CY 2022 
January  Maryland ISAO begins its second year with 

broader membership, sufficient finances, and 

systems in place to stand as an independent ISAO 

in a peer relationship with ACTRA. At this point, 

the Maryland ISAO is providing not only 

actionable threat-sharing services but has launched 

itself as a cyber workforce development hub, 

offering a range of cyber workforce development 

programs in Maryland, including corporate 

training, student internship opportunities, and 

training aimed at K12 students and teachers 
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ISAO APPENDIX B 

 
LEGAL PROTECTIONS FOR INFORMATION SHARING110 

 

TO:   Professor Rauschecker, Center for Health and Homeland Security, Francis Carey 

  King Carey School of Law, University of Maryland, Baltimore 

FROM: Kevyn Jorgenson, Emma Eiden, Nicky Arenberg, Benita David-Akoro, and 

Sharon Sidhu 

DATE: March 25, 2020 

RE:  Legal Authority Governing Info. Sharing Networks and Liability Protection  

 

Brief Answer and Introduction 

 

The bulk of legal authority, relating to liability protection information sharing networks, can be 

found within Title I of the Cybersecurity Information Sharing Act of 2015 (CISA or the Act). 

Title I of CISA outlines various federal rules that govern cybersecurity information sharing and 

provides for various protections allotted in the course of monitoring, sharing, or receiving 

cybersecurity information. These protections include protections from liability, non-waiver of 

privilege, and protections from FOIA disclosure, although, importantly, some of these 

protections apply only when sharing information with specific types of entities. The key 

provisions under CISA, which provide the bulk of authority for the transmission of cybersecurity 

information, are found in Section 103, up through Section 106. 

 

Title I of CISA mainly discusses, and authorizes, provisions relating to “cyber threat indicators” 

and “defensive measures,” as they effect a given information system.111  A cyber threat indicator, 

as it used in the context of CISA, is essentially any information that is either necessary to 

identify, or is directly related to, cybersecurity threats. Cybersecurity threats generally refer to 

actions that are not protected under the First Amendment, that seek to gain unauthorized access, 
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cybersecurity threats, including an action, device, procedure, signature, technique, etc. Section 

102(7).  

 

Relevant Requirements and Policies under Title I of CISA 

 

Beginning with Section 103, CISA requires the Director of National Intelligence (DNI) and the 

Departments of Homeland Security (DHS) and Defense (DOD), and Justice (DOJ) to develop 

and promulgate procedures that promote the sharing of information relating to cybersecurity 

threats. The regulation generally requires that these procedures facilitate and promote the federal 

government’s sharing of information pertaining to cyber threats, cyber threat indicators, and 

cybersecurity best practices with other entities. While the regulation goes on to list some 

requirements as guidance in developing the procedures, the regulation does not offer extensive, 

or explicit, requirements of the procedures to be developed under Section 103(a), granting the 

relevant federal authorities much discretion in their drafting of the guidelines.  

 

While the guidelines do provide the pertinent provisions that govern the sharing of information, 

CISA does provide explicit authorities and protections from liability within the statutory text. 

Section 104(c) allows for an entity to share with, or receive from, a cyber threat indicator or 

defensive measure from any other entity or the federal government, so long as it serves a 

cybersecurity purpose and is consistent with the protections governing confidential information. 

The provision explicitly requires that any entity participating in this sharing of information take 

steps to protect against the unauthorized access or use of that information, by means of 

developing and implementing security controls and reviewing cyber threat indicators for 

personal information prior to sharing. The Children’s Online Privacy Protection Act further 

requires the removal of certain information relating to children, such as protected health 

information, financial information, consumer information, HR information, educational history 

information. Children's Online Privacy Protection Act of 1998, 15 U.S.C. §§ 6501–6505. 

 

CISA also requires that any information shared by an entity with the federal government be 

deemed voluntarily shared information and exempt from disclosure and withheld from the public 

under any laws of such jurisdictions requiring disclosure of information or records. However, 

CISA does prohibit DHS from developing a process of sharing information that limits the lawful 

disclosure of communications, records, or other information relating to known suspected 

criminal activity, voluntary or legally compelled participation in a Federal investigation, and the 

sharing of cyber threat indicators or defensive measures as part of a statutory or authorized 

contractual requirement. Section 105(c)(E).  

 

Exemptions and Liability Protections under Title I of CISA 

 

Antitrust Laws 

 

The CISA provisions allow for a specific exemption from liability for entities sharing 

information, which may otherwise implicate violations of antitrust laws. Antitrust laws 

concerning the sharing of information and the competition issues that may arise from such 
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ISAO APPENDIX C 

 
ACTRA CASE STUDY:   

 

THE ARIZONA CYBER THREAT AND RESPONSE CENTER (ACTRA) 

(From Cohen and Nussbaum, Cybersecurity for the States: Lessons from Across America, New 

America, May 2018, Appendix I) 

 

Overview 

To tackle the cybersecurity challenges facing the state, Arizona has created a “team of teams.”16 

One of these teams, the Arizona Cyber Threat Response Alliance (ACTRA), is an Information 

Sharing and Analysis Organization (ISAO) formed in 2013. Its stated mission is to serve as the 

“hub for collaborative cyber information sharing in a neutral environment of trust where partners 

from industry, academia, law enforcement and intelligence come together, leveraging cross-

sector resources to more effectively analyze critical, real time intelligence and respond to 

emerging cyber threats to Arizona’s Critical Infrastructure and Key Resources.”17 

 

ACTRA has its roots in the Arizona InfraGard18 and remains wholly independent of, but closely 

aligned to that organization as its “operational cyber arm” by agreement. In 2012, the AZ 

InfraGard initiated a planning effort, led by current ACTRA CEO Frank Grimmelmann, to 

understand and respond to barriers to effective bi-directional communication and information 

sharing between private and public sector organizations. Although this effort was led by 

members of the private sector, there was active involvement from the local Federal Bureau of 

Investigation (FBI) and U.S. Department of Homeland Security (DHS) offices and the Arizona 

Counter Terrorism Information Center (ACTIC). The study found a need for a separate but 

affiliated non-profit entity that could serve as the “self- governed private sector-controlled hub 

for cyber information exchange and response.”19 

 

This arrangement allows ACTRA to focus only on cybersecurity information sharing and 

communication needs, and creates an effective, independent conduit (or buffer) between its 

private sector and public sector Member Organizations, and the agencies nationally. This 

separation engenders trust in the anonymization of data shared with government agencies and 

helps to coordinate the efficient flow of communication. Rather than place the burden on public 

sector agencies to choose which private sector entities to inform and involve in specific 

cybersecurity efforts, ACTRA serves as the point of contact for its private and public sector 

Members, engaging the various members as needed. Its affiliation with InfraGard—all direct 

member touchpoints of ACTRA must also be InfraGard members—allows ACTRA to pre-vet its 

members without additional expenditure of resources. 

 

Representatives from ACTRA sit in the ACTIC, Arizona’s “all-hazards” Fusion Center that 

serves as Arizona’s analytic and dissemination organization statewide. ACTRA’s president also 

sits on the ACTIC’s executive board representing private sector, as a bridge to law enforcement 

and intelligence. The Fusion Center processes various threat and information feeds and 



49 
 

communicates critical information to state/local/tribal entities, critical infrastructure operators, 

and nontraditional organizations. Structurally, the ACTIC sits within Arizona’s Department of 

Homeland Security, although the chief information security officer for the state reports directly 

to the Arizona CIO, who resides in the Arizona Department of Administration. 

 

Arizona also runs several other initiatives, some of which are run in concert with or are 

supported by ACTRA. These include various exercises that span across the private and public 

sectors, including federal and state partners, including regional cybersecurity workshops that 

reached over 750 people in the latter half of 2017, mostly in underserved areas. The State CISO 

and the ACTRA’s CEO, Frank Grimmelmann, co-chair the new Arizona Cybersecurity Team 

(ACT), an executive level initiative launched in 2018 by Governor Doug Ducey to coordinate the 

various groups around Arizona working on cyber issues. The ACT includes representatives from 

federal, state (legislative and executive branches), and local government, the private sector, and 

higher education.20 These members represent the various groups with a stake in cybersecurity in 

the state; given Arizona’s established strategy of working through a team of teams, this 

organization will help to formalize this structure. 

 

The following section describes the successes and challenges of having strong private sector 

leadership and widespread involvement in a state’s cybersecurity program, and the factors that 

have enabled this model to flourish in Arizona. 

 

Successes 

Information Sharing 

 

Fusing Member Organization policymakers, legal representatives, and technical professionals, 

ACTRA’s information sharing initiatives are diverse and highly dependent on the culture of trust 

established throughout the organization and its members. This sense of assurance is established 

first at the personal level, and subsequently empowers or
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shared be limited to new or unusual tactics, techniques, and procedures (TTPs), and/or 

vulnerabilities.24 

 

Specific information sharing initiatives include email alerts sent directly by members to other 

vetted member touchpoints, specialized sharing per industry (e.g. supplier threats to an industry), 

disseminating information via a shared threat intelligence system that includes STIX/TAXII 

feeds and a plug-in for most SIEM platforms, and both unclassified and classified ACTRA FBI 

Tear Sheet Exchanges held at the Arizona Fusion Center, that include FBI and other agency 

briefs. The latter briefings, facilitated by the FBI and DHS agencies, are held monthly (classified 

briefings being held quarterly,) and are open to all members and key agency stakeholders under 

Chatham House Rules and legal protection.  

 

The briefings are essential to developing a working relationship and inter- reliance between 

private and public-sector individuals and cyber professionals, and agency stakeholders within the 

state of Arizona. If the government stakeholders share real actionable information, private 
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Cyber Defense 

 

ACTRA is written directly into the Cyber Annex to Arizona’s emergency response plan.34 Per 
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Notes to ACTRA Case Study 

 

16. Grimmelmann, F. (2018, 1 Multiple Interviews). CEO, ACTRA. (N. Cohen, Interviewer) 

17. Arizona InfraGard. (2018, 3 25). Arizona Cyber Threat Response Alliance. Retrieved from 

Arizona InfraGard: http://azinfragard.org/?page_id=8  

18. InfraGard is a partnership between the FBI and members of the private sector. The InfraGard 

program provides a vehicle for public-private collaboration with government to expedite the 

timely exchange of information and promotes mutual learning opportunities relevant to the 

protection of Critical Infrastructure. 

19. Arizona InfraGard. (2018, 3 25). Arizona Cyber Threat Response Alliance. Retrieved from 

Arizona InfraGard: http://azinfragard.org/?page_id=8 

20. Governor Ducey Announces Appointments to Arizona Cybersecurity Team. (2018, 3 7). 

Retrieved from Office of the Governor Doug Ducey: https:// 

azgovernor.gov/governor/news/2018/03/governorducey- 

announces-appointments-arizonacybersecurity- 

team 

21. Figueroa, C. (2018, 1 19). Protective Security Advisor for Arizona, Department of Homeland 

Security. (N. Cohen, Interviewer) 

22. ACTRA Member Roundtable. (2018, 1 19). (N. Cohen, Interviewer) 

23. Arizona InfraGard. (2018, 3 25). Arizona Cyber Threat Response Alliance. Retrieved from 

Arizona InfraGard: http://azinfragard.org/?page_id=8 

24. Grimmelmann, F. (2018, 1 Multiple Interviews). CEO, ACTRA. (N. Cohen, Interviewer); 

ACTRA Member Interviews. (2018, 1 18 & 19). (N. Cohen, Interviewer) Note: Because ACTRA 

members are under NDA they cannot be cited specifically. The author spoke with 14 individual 

ACTRA members from both the public and private sectors. 

25. Hellmer, M. (2018, 1 19). SSA Phoenix Cyber, Phoenix FBI Field Once. (N. Cohen, 

Interviewer) 

26. Subject Matter Expert 

27. ACTRA Member Interviews. (2018, 1 18 & 19). (N. Cohen, Interviewer) Note: Because 

ACTRA members are under NDA they cannot be cited specifically. The author spoke with 14 

individual ACTRA members from both the public and private sectors. 

28. Grimmelmann, F., Halla, D., & Nix, M. (2016). A Development Guide for Regionally Based 

http://azinfragard.org/?page_id=8
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33. ACTRA Member Roundtable. (2018, 1 19). (N. Cohen, Interviewer); Mellor, J. (2018, 1 18). 

 https://www.washingtonpost.com/world/national-security/fbi-is-investigating-foreign-hacks-of-state-electionsystems/2016/08/29/6e758􀀂4-6e00-11e6-8365-b19e428a975e_story.html?utm_term=.743ef514efce 
 https://www.washingtonpost.com/world/national-security/fbi-is-investigating-foreign-hacks-of-state-electionsystems/2016/08/29/6e758􀀂4-6e00-11e6-8365-b19e428a975e_story.html?utm_term=.743ef514efce 
 https://www.washingtonpost.com/world/national-security/fbi-is-investigating-foreign-hacks-of-state-electionsystems/2016/08/29/6e758􀀂4-6e00-11e6-8365-b19e428a975e_story.html?utm_term=.743ef514efce 
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APPENDIX C 

Maryland Cyber Security Council Members by Sector 

Maryland Cybersecurity Council 
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Chair 
Brian Frosh 

Maryland Attorney General 

 

Legislative Representatives 
Senator Katie Fry Hester (District 9) 

Senator Susan C. Lee (District 16) 

Senator Bryan W. Simonaire (District 31) 

Delegate Ned Carey (District 31A) 

Delegate MaryAnn Lisanti (District 34A) 

 

State Institutions 
Vince Difrancisci, Director, Cybersecurity and Aerospace 

Maryland Department of Commerce 

Designee for Kelly M. Schulz 

Secretary 

 

David Engel 

Director 

Maryland Coordination and Analysis Center 

 

Major General Timothy E. Gowen 

Adjutant General 

Maryland Military Department 

 

Fred Hoover, Esq. 
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Russell Strickland 

Director 

Maryland Emergency Management Agency 

Cybersecurity Companies 
John M. Abeles 

President and CEO 

Syst 1, Inc. 

 

James Foster 

CEO 

ZeroFox 

 

Zuly Gonzalez 

Co-Founder and CEO 

Lightpoint Security 

 

Terri Jo Hayes 

Executive Consultant  

Mfusion, Inc.  

 

Miheer Khona 

CEO 

Rising Sun Advisors 

 

Belkis Leong-Hong 

Founder, President, and CEO 

Knowledge Advantage, Inc. 

 

Larry Letow 

Executive Vice President 

Myriddian, LLC 

 

Rajan Natarajan 

CEO 

QualityPro, Inc. 

 

Jonathan Prutow 

Project Manager 

eGlobalTech 

 

Business Associations 
Don Fry 

President and CEO 

Greater Baltimore Committee 
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Brian Levine 

Vice President for Technology and Innovation 

Tech Council of Maryland 

Designee for Marty Rosenberg, CEO 

 

Anthony Lisuzzo 

President 

Army Alliance 

 

Joe Morales, Esq. 

Attorney 

Maryland Hispanic Chamber of Commerce 

 

Christine Ross 

CEO 

Maryland Chamber of Commerce 

 

Gregg Smith 

Chairman of the Board 

Cybersecurity Association of Maryland 

 

Troy Stoval 

CEO/Executive Director 

TEDCO 

 

Steven Tiller 

Board Member 

Fort Meade Alliance 

 

Higher Education  
David Anyiwo, PhD 

Professor and Chair, Department of Management Information Systems 

Bowie State University 

 

Michel Cukier, Ph.D. 

Associate Professor and Director, ACES Program 

University of Maryland 

 

Anton Dahbura, PhD 

Executive Director, Information Security Institute 

Johns Hopkins University 

 

Cyril Draffin 

Project Advisor 

MIT Energy Initiative 
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Pegeen Townsend 

Vice President of Government Affairs 

Medstar Health 

 

Federal Institutions 
Barry Bosman 

Director for State and Local Affairs 

National Security Agency 

 

Henry J. Muller 

Director of Communications-Electronics Research, Development and Engineering Center 

(CERDE51



61 
 

Paul Tiao, Esq. 

Partner 

Hunton & Williams, LLP 
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APPENDIX D 

 

Cybersecurity Workforce Survey 

Sponsored by the Cybersecurity Association of Maryland (CAMI) 
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The 2021 Cybersecurity Workforce Survey 

 

The full summary of the survey results may be found here.  

 
(For questions, please contact  marylandcybersecuritycouncil@umgc.edu) 

 




