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�(�[�H�F�X�W�L�Y�H���6�X�P�P�D�U�\ 

The Modernize Maryland Oversight Commission was �H�V�W�D�E�O�L�V�K�H�G���E�\���V�W�D�W�X�W�H���W�R�����������³�Hnsure the 
confidentiality, integrity, and availability of information held by the State concerning State 
residents; and (2) advise the Secretary and State Chief Information Security Officer on I) (t)he 
appropriate information technology and cybersecurity investments and upgrades; II) the funding 
sources for the appropriate information technology and cybersecurity upgrades; and III) f uture 
mechanisms for the procurement of the appropriate information technology and cybersecurity 
upgrades, including ways to increase the efficiency of procurements made for information 
technology and cybersecurity upgrades.� 1́ 

In this initial report, the Commission unanimously adopted 20 recommendations for the 
consideration of the Secretary of the Department of Information Technology (DoIT) and the 
State Chief Information Security Officer. These recommendations concern modernization 
funding, governance, advice and oversight, planning, management, and IT organization; and 
procurement, �D�G�R�S�W�L�Q�J���D �µ�Z�K�R�O�H���R�I���V�W�D�W�H���J�R�Y�H�U�Q�P�H�Q�W�¶���P�L�Q�G�V�H�W. 

�5�H�F�R�P�P�H�Q�G�D�W�L�R�Q���� ���)�X�Q�G�L�Q�J�������7�K�D�W���W�K�H���6�W�D�W�H���H�V�W�D�E�O�L�V�K���D���G�H�G�L�F�D�W�H�G���,�7���L�Q�Y�H�V�W�P�H�Q�W���I�X�Q�G���R�Y�H�U���D�Q�G��
�D�E�R�Y�H���'�R�,�7�¶�V���D�Q�Q�X�D�O���R�S�H�U�D�W�L�Q�J���E�X�G�J�H�W���W�R���I�L�Q�D�Q�F�H���W�K�H���U�H�S�O�D�F�H�P�H�Q�W���R�I���O�H�J�D�F�\���,�7���V�\�V�W�H�P�V�����S�U�R�F�H�V�V��
�W�U�D�Q�V�I�R�U�P�D�W�L�R�Q�����D�Q�G���H�I�I�H�F�W�L�Y�H���G�L�J�L�W�D�O���J�R�Y�H�U�Q�P�H�Q�W���D�F�U�R�V�V���W�K�H���(�[�H�F�X�W�L�Y�H���%�U�D�Q�F�K�����$�V���G�H�V�F�U�L�E�H�G��
�E�H�O�R�Z�����G�H�F�L�V�L�R�Q�V���D�E�R�X�W���K�R�Z���L�Q�Y�H�V�W�P�H�Q�W�V���I�X�Q�G�V���Z�R�X�O�G���E�H���P�D�G�H���E�\���D�Q���,�7���0�R�G�H�U�Q�L�]�D�W�L�R�Q���,�Q�Y�H�V�W�P�H�Q�W��
�%�R�D�U�G�����5�H�F�R�P�P�H�Q�G�D�W�L�R�Q����������
�x �5�H�F�R�P�P�H�Q�G�D�W�L�R�Q�������������7�K�D�W���W�K�H���,�7���L�Q�Y�H�V�W�P�H�Q�W���I�X�Q�G���V�K�R�X�O�G���H�Y�H�Q�W�X�D�O�O�\���U�H�S�O�D�F�H���W�K�H���0�D�M�R�U���,�7 

�'�H�Y�H�O�R�S�P�H�Q�W���3�U�R�M�H�F�W�V�����0�,�7�'�3�����S�U�R�F�H�V�V�� 
�x �5�H�F�R�P�P�H�Q�G�D�W�L�R�Q�������������7�K�D�W���'�R�,�7���V�K�R�X�O�G���K�L�U�H���D���F�R�Q�V�X�O�W�D�Q�W���W�R���F�R�P�S�O�H�W�H���W�K�H���U�H�T�X�L�U�H�G���O�L�V�W���R�I 

�O�H�J�D�F�\���V�\�V�W�H�P�V���D�Q�G���S�U�L�R�U�L�W�L�]�H���W�K�H���D�V�V�R�F�L�D�W�H�G���U�L�V�N�� 
�x �5�H�F�R�P�P�H�Q�G�D�W�L�R�Q�������������7�K�D�W���'�R�,�7���Z�R�U�N���Z�L�W�K���W�K�H���D�J�H�Q�F�L�H�V���W�R���G�H�Y�H�O�R�S���D���I�L�Y�H���\�H�D�U���S�U�R�M�H�F�W�L�R�Q���R�I��

�I�X�Q�G�L�Q�J���Q�H�H�G�V���W�R���P�R�G�H�U�Q�L�]�H�� 
�x �5�H�F�R�P�P�H�Q�G�D�W�L�R�Q�������������7�K�D�W���W�K�H���,�7���L�Q�Y�H�V�W�P�H�Q�W���I�X�Q�G���V�K�R�X�O�G���E�H���E�R�Q�G���I�X�Q�G�H�G���W�R���W�K�H���H�[�W�H�Q�W��

�S�U�D�F�W�L�F�D�E�O�H�� 
�x �5�H�F�R�P�P�H�Q�G�D�W�L�R�Q���������������7�K�D�W���W�K�H�U�H���V�K�R�X�O�G���E�H���J�X�D�U�G�U�D�L�O�V���W�R���H�Q�V�X�U�H���F�R�P�S�O�L�D�Q�F�H���Z�L�W�K���W�K�H��

�,�Q�Y�H�V�W�P�H�Q�W���)�X�Q�G���S�U�R�F�H�V�V�� 

�5�H�F�R�P�P�H�Q�G�D�W�L�R�Q���������*�R�Y�H�U�Q�D�Q�F�H�������7�K�D�W���W�K�H���*�H�Q�H�U�D�O���$�V�V�H�P�E�O�\���H�V�W�D�E�O�L�V�K���D���0�D�U�\�O�D�Q�G���7�H�F�K�Q�R�O�R�J�\��
�,�Q�Y�H�V�W�P�H�Q�W���%�R�D�U�G���R�I���D�W���O�H�D�V�W���I�L�Y�H���D�Q�G���Q�R���P�R�U�H���W�K�D�Q���V�H�Y�H�Q���P�H�P�E�H�U�V�� �7�K�L�V���E�R�D�U�G���V�K�R�X�O�G���E�H���F�K�D�L�U�H�G��
�E�\���W�K�H���'�R�,�7���6�H�F�U�H�W�D�U�\���D�Q�G���L�Q�F�O�X�G�H���P�X�O�W�L���D�J�H�Q�F�\ �U�H�S�U�H�V�H�Q�W�D�W�L�R�Q�����D���S�X�E�O�L�F���U�H�S�U�H�V�H�Q�W�D�W�L�Y�H 
�D�S�S�R�L�Q�W�H�G���E�\���W�K�H���*�R�Y�H�U�Q�R�U�����D�Q�G���R�W�K�H�U���P�H�P�E�H�U�V���D�V���D�S�S�U�R�S�U�L�D�W�H�� 
�x �5�H�F�R�P�P�H�Q�G�D�W�L�R�Q���������� �7�K�D�W���W�K�H���E�R�D�U�G���V�K�D�O�O���K�D�Y�H���W�K�H���D�X�W�K�R�U�L�W�\���W�R���H�Y�D�O�X�D�W�H���D�Q�G���D�S�S�U�R�Y�H���,�7 

�P�R�G�H�U�Q�L�]�D�W�L�R�Q���L�Q�Y�H�V�W�P�H�Q�W���S�U�R�S�R�V�D�O�V���I�R�U���W�K�H���(�[�H�F�X�W�L�Y�H���%�U�D�Q�F�K���W�R���E�H���I�L�Q�D�Q�F�H�G���E�\���W�K�H���0�D�U�\�O�D�Q�G��
�7�H�F�K�Q�R�O�R�J�\���0�D�Q�D�J�H�P�H�Q�W���)�X�Q�G���D�Q�G���V�K�D�O�O���P�R�Q�L�W�R�U �W�K�H���L�P�S�O�H�P�H�Q�W�D�W�L�R�Q���R�I���I�L�Q�D�Q�F�H�G���S�U�R�M�H�F�W�V�� 

�x �5�H�F�R�P�P�H�Q�G�D�W�L�R�Q�������������7�K�D�W���'�R�,�7���H�Q�V�X�U�H���W�K�H�U�H���L�V���D�Q���(�Q�W�H�U�S�U�L�V�H���$�U�F�K�L�W�H�F�W�X�U�H�����(�$�����D�Q�G��
�V�W�D�Q�G�D�U�G�V���W�R���J�X�L�G�H���P�R�G�H�U�Q�L�]�D�W�L�R�Q���D�F�U�R�V�V���W�K�H���(�[�H�F�X�W�L�Y�H���%�U�D�Q�F�K���D�Q�G���W�K�D�W���D�O�O���P�R�G�H�U�Q�L�]�D�W�L�R�Q���E�H 
�F�R�Q�V�L�V�W�H�Q�W���Z�L�W�K���W�K�L�V���(�$���D�Q�G���W�K�R�V�H���V�W�D�Q�G�D�U�G�V����

1 �0�D�U�\�O�D�Q�G �&�R�G�H���$�Q�Q���� �6�W�D�W�H���)�L�Q�D�Q�F�H �	 �3�U�R�F�X�U�H�P�H�Q�W �† �������������� ���&���� 



https://www.gao.gov/assets/gao-04-394g.pdf


�� 

this experience has come models for governance, funding, and managing IT modernization that 
are instructive. 

�7�K�H���H�[�S�H�U�L�H�Q�F�H���R�I���R�W�K�H�U���V�W�D�W�H�V�����7�K�H���&�R�P�P�L�V�V�L�R�Q���E�H�Q�H�I�L�W�H�G���I�U�R�P���L�Q�I�R�U�P�D�W�L�R�Q���V�K�D�U�H�G���E�\���&�,�2�V���D�Q�G��
�V�W�D�I�I���R�I���V�W�D�W�H�V���W�K�D�W���K�D�Y�H���E�H�H�Q���H�Q�J�D�J�H�G���L�Q���P�R�G�H�U�Q�L�]�L�Q�J���W�K�H�L�U���G�L�J�L�W�D�O���L�Q�I�U�D�V�W�U�X�F�W�X�U�H�����7�K�H�V�H �V�W�D�W�H�V��

https://www.gao.gov/assets/720/718168.pdf
https://doit.maryland.gov/cybersecurity/Pages/immoc.aspx
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�7�K�H���0�R�R�U�H���0�L�O�O�H�U �D�G�P�L�Q�L�V�W�U�D�W�L�R�Q���L�V���F�R�P�P�L�W�W�H�G���W�R���S�U�R�Y�L�G�L�Q�J���U�H�O�L�D�E�O�H�����V�H�F�X�U�H�����D�Q�G���D�F�F�H�V�V�L�E�O�H���,�7 
�L�Q�I�U�D�V�W�U�X�F�W�X�U�H���I�R�U �D�O�O �0�D�U�\�O�D�Q�G�H�U�V�« �:�H���D�U�H���P�R�Y�L�Q�J���T�X�L�F�N�O�\�����Q�R�W���R�Q�O�\���W�R���P�R�G�H�U�Q�L�]�H���R�S�H�U�D�W�L�R�Q�V����
�E�X�W���W�R���E�U�L�Q�J���0�D�U�\�O�D�Q�G���W�R���W�K�H���I�R�U�H�I�U�R�Q�W���R�I���F�X�W�W�L�Q�J���H�G�J�H���D�Q�G���H�P�H�U�J�H�Q�W���W�H�F�K�Q�R�O�R�J�\���L�Q���E�H�W�W�H�U���V�H�U�Y�L�F�H 
�R�I���R�X�U���V�W�D�W�H�� 

�*�R�Y�H�U�Q�R�U �:�H�V���0�R�R�U�H 7 

�,�Q�W�U�R�G�X�F�W�L�R�Q 

�7�K�H���0�R�G�H�U�Q�L�]�H���0�D�U�\�O�D�Q�G���2�Y�H�U�V�L�J�K�W���&�R�P�P�L�V�V�L�R�Q���Z�D�V���F�U�H�D�W�H�G���D�V���S�D�U�W���R�I �D �O�H�J�L�V�O�D�W�L�Y�H �S�D�F�N�D�J�H 
�W�K�D�W���S�D�V�V�H�G���W�K�H���*�H�Q�H�U�D�O���$�V�V�H�P�E�O�\���L�Q������������8 �7�K�L�V���E�H�Q�F�K�P�D�U�N���O�H�J�L�V�O�D�W�L�R�Q���Z�D�V���L�Q�I�R�U�P�H�G���E�\���D 
�U�H�S�R�U�W 9 �R�I���W�K�H���0�D�U�\�O�D�Q�G���&�\�E�H�U�V�H�F�X�U�L�W�\���&�R�X�Q�F�L�O���D�Q�G���J�U�H�Z���R�X�W���R�I���D �F�R�Q�F�H�U�Q���I�R�U���W�K�H���F�\�E�H�U�V�H�F�X�U�L�W�\���R�I��
�6�W�D�W�H���D�Q�G���O�R�F�D�O���J�R�Y�H�U�Q�P�H�Q�W�����2�Q�H �R�I���W�K�H �U�H�S�R�U�W�¶�V �I�L�Q�G�L�Q�J�V���Z�D�V���W�K�D�W�����������R�I �6�W�D�W�H���(�[�H�F�X�W�L�Y�H���%�U�D�Q�F�K��
�D�J�H�Q�F�L�H�V���K�D�G���D�W���O�H�D�V�W���R�Q�H �O�H�J�D�F�\���V�\�V�W�H�P �D�V���D�V�V�H�V�V�H�G���E�\���W�K�H���D�J�H�Q�F�L�H�V���W�K�H�P�V�H�O�Y�H�V�� 10 �%�H�F�D�X�V�H���V�X�F�K��
�V�\�V�W�H�P�V���F�R�Q�V�W�L�W�X�W�H���D���K�H�L�J�K�W�H�Q�H�G���F�\�E�H�U�V�H�F�X�U�L�W�\���U�L�V�N�����W�K�H���O�H�J�L�V�O�D�W�L�R�Q���H�V�W�D�E�O�L�V�K�H�G���W�K�H���&�R�P�P�L�V�V�L�R�Q���W�R��
�K�H�O�S���S�X�W���W�K�H���6�W�D�W�H���R�Q���D���P�R�G�H�U�Q�L�]�D�W�L�R�Q���S�D�W�K�����%�X�W���O�H�J�D�F�\���V�\�V�W�H�P�V���F�U�H�D�W�H���R�W�K�H�U���F�K�D�O�O�H�Q�J�H�V �E�H�\�R�Q�G��
�F�\�E�H�U�V�H�F�X�U�L�W�\���U�L�V�N�� �D�Q�G���P�R�G�H�U�Q�L�]�D�W�L�R�Q���W�K�H�U�H�I�R�U�H �V�H�U�Y�H�V���R�W�K�H�U���S�X�U�S�R�V�H�V�� 

Legacy �³systems� �́² hardware and software�² are systems that are outmoded or obsolete.11 

Legacy systems impose a variety of other costs on governments and the residents they serve. 
These include the tendency to fail under conditions exceeding their design, lack of flexibility to 
accommodate changing regulatory requirements, increased maintenance costs, and staffing 
challenges. 12 The latter was highlighted during COVID with urgent calls in some states for 
COBOL programmers. 13 

7 Office of the Governor (8/16/2023). Governor Moore announces major action to rebuild state government and 
modernize Maryland Department of Information Technology services and operations (Press Release). 
https://governor.maryland.gov/news/press/pages/governor-moore-announces-major-action-to-rebuild-state-
government-and-modernize-maryland-department-of-information-technolo.aspx 
8 �7�K�H���&�R�P�P�L�V�V�L�R�Q �Z�D�V���H�V�W�D�E�O�L�V�K�H�G �E�\ �6�% ���������+�% �������� ���������� �6�H�V�V�L�R�Q���� 
�K�W�W�S�V�������P�J�D�O�H�J���P�D�U�\�O�D�Q�G���J�R�Y���P�J�D�Z�H�E�V�L�W�H���/�H�J�L�V�O�D�W�L�R�Q���'�H�W�D�L�O�V���+�%�����������"�\�V� ���������U�V�� �7�K�H���R�W�K�H�U �W�Z�R �E�L�O�O�V �Z�H�U�H���6�% 
���������+�% �������� ���������� �6�H�V�V�L�R�Q�� �D�W���K�W�W�S�V�������P�J�D�O�H�J���P�D�U�\�O�D�Q�G���J�R�Y���P�J�D�Z�H�E�V�L�W�H���/�H�J�L�V�O�D�W�L�R�Q���'�H�W�D�L�O�V���6�%�����������"�\�V� ���������U�V����
�D�Q�G �6�% ���������+�% �������� ���������� �6�H�V�V�L�R�Q�� �D�W��
�K�W�W�S�V�������P�J�D�O�H�J���P�D�U�\�O�D�Q�G���J�R�Y���P�J�D�Z�H�E�V�L�W�H���/�H�J�L�V�O�D�W�L�R�Q���'�H�W�D�L�O�V���6�%�����������"�\�V� ���������U�V 

���V�L�R�Q��



�� 

Maryland State government owns its share of this technical debt some of which has been 
exposed in recent years. During COVID, the Maryland Department of Health suffered a major 
cyber attack that disrupted critical services for an extended period of time. 14 

https://www.baltimoresun.com/2022/01/12/maryland-department-of-health-confirms-ransomware-attack-crippled-its-systems-last-month/
https://www.baltimoresun.com/2022/01/12/maryland-department-of-health-confirms-ransomware-attack-crippled-its-systems-last-month/
https://www.marylandmatters.org/2022/09/21/md-officials-snap-helped-thousands-during-pandemic-but-challenges-navigating-system-remain/
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�8�W�D�K�¶�V���O�D�U�J�H �H�[�H�F�X�W�L�Y�H���E�U�D�Q�F�K���D�J�H�Q�F�L�H�V���O�L�N�H���L�W�V���+�H�D�O�W�K���D�Q�G���+�X�P�D�Q���6�H�U�Y�L�F�H�V�����E�X�W���L�W���G�R�H�V���Q�R�W��
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