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EXECUTIVE SUMMARY 

This report is a �V�W�D�I�I���Z�R�U�N���S�U�R�G�X�F�W���I�R�U���W�K�H���0�D�U�\�O�D�Q�G���&�\�E�H�U�V�H�F�X�U�L�W�\���&�R�X�Q�F�L�O�¶�V���$�G���+�R�F 
Subcommittee on Consumer Privacy.1 

https://www.umgc.edu/content/dam/umgc/documents/upload/recording-of-the-meeting-on-september-22-2022.pdf
https://www.umgc.edu/content/dam/umgc/documents/upload/recording-of-the-meeting-on-september-22-2022.pdf


https://www.pewresearch.org/fact-tank/2019/11/15/key-takeaways-on-americans-views-about-privacy-surveillance-and-data-sharing/
https://www.pewresearch.org/fact-tank/2019/11/15/key-takeaways-on-americans-views-about-privacy-surveillance-and-data-sharing/
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source, and that the deletion should extend to third-party recipients of the 

�F�R�Q�V�X�P�H�U�¶�V���G�D�W�D 
�x Companies should be required to have data security practices reasonably 

commensurate with the sensitivity of the data held. 

With respect to enforcement: 

�x Accountability through appropriate mechanisms and penalties to ensure that the 

principles are observed. 

These principles do not relieve all challenges confronting the consumer, such as the 

multiplicity of privacy policies and the lack of a true global data deletion option that 

would remove sensitive consumer data throughout the consumer data ecosystem. But 

�U�H�F�R�J�Q�L�]�L�Q�J���W�K�H�V�H���O�L�P�L�W�D�W�L�R�Q�V�����W�K�H���S�U�L�Q�F�L�S�O�H�V���F�D�Q���L�P�S�U�R�Y�H���W�K�H���F�R�Q�V�X�P�H�U�¶�V���S�R�V�L�W�L�R�Q���Y�L�V-à-

vis the collection and use of their data. Furthermore, the implementation of these 

principles in some form is not impractical. Public concern is driving momentum among 



  

  

 

  

 
 

 

 

 

 

   

 

  

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
          

        

       

  

          

  

      

�x Ban targeted advertising on child-directed apps. This recommendation aims to address 

the harms to children from targeted advertising that have been identified in subcommittee 

testimony.7 

�x Require data minimization with respect to data collected on children. Data minimization 

is a general privacy recommendation of the Federal Trade Commission8 and is advocated 

as a p�U�D�F�W�L�F�H���Z�L�W�K���U�H�V�S�H�F�W���W�R���F�K�L�O�G�U�H�Q�¶�V���G�D�W�D��9 It would require operators to limit data 

collection to what is reasonably necessary to provide a product or service, to be 

transparent about the specific purpose of the data collection no later than the time of 

collection, and to retain data only for the period of time necessary to process a transaction 

or to provide a service. 

�x Rectification and deletion rights. Already a right for consumers in general in five states, 

https://1drv.ms/b/s!AjqEqIxJkAfagdd7GY7Tt37azAatJQ?e=BO3kbv
https://1drv.ms/b/s!AjqEqIxJkAfagddBIdWyGonkdklDEQ?e=VkSy2F
https://www.ftc.gov/system/files/documents/reports/federal-trade-commission-staff-report-november-2013-workshop-entitled-internet-things-privacy/150127iotrpt.pdf
https://www.ftc.gov/system/files/documents/reports/federal-trade-commission-staff-report-november-2013-workshop-entitled-internet-things-privacy/150127iotrpt.pdf


https://obamawhitehouse.archives.gov/sites/default/files/docs/big_data_privacy_report_5.1.14_final_print.pdf
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such contacts and photos on the mobile device.13 Wearables collect and transmit exercise or 

other health data to companies providing the product. A variety of other internet of things (IoT) 

devices that permit voice activation of services, vacuum the home, and provide home security, 

etc., all collect and store data.  

Prior to the applications themselves, it has been shown that the two principal 

operating systems�²iOS and Android �²transmit data to Apple and Google that 

provides a rich source of information to those companies about the consumer. At 

start-up, this includes unique and persistent device identifiers and the information 

about the telecommunication provider. Applications never used, like iCloud on 

the Apple or Chrome or the YouTube app on the Android, also periodically call 

https://www.washingtonpost.com/technology/2021/07/15/contacts-sharing-privacy/
https://www.pcmag.com/news/sick-of-data-collection-try-these-apps-instead
https://www.pcmag.com/news/sick-of-data-collection-try-these-apps-instead
https://www.scss.tcd.ie/doug.leith/apple_google.pdf


  

 

 

 

 

  

 

  

 

 

  

  

 

  

 

 

 
         

          

      

  

             

  

             

  

            

  

             

   

          

   

       

      

            

Consumer profiles are enriched through merger and acquisitions which enable companies to 

bring together consumer data held by other providers. For example, in a study of the six major 

telecommunications/internet service providers, the Federal Trade Commission (FTC) noted that: 

The vertical integration of ISP services with other services like home security and 

automation, video streaming, content creation, advertising, email, search, wearables, and 

connected cars permits not only the collection of large volumes of data, but also the 

collection of highly-granular data about individual subscribers. As noted above, a sizable 

number of the ISPs �L�Q���R�X�U���V�W�X�G�\���F�R�P�E�L�Q�H���W�K�H�L�U���F�X�V�W�R�P�H�U�V�¶���L�Q�I�R�U�P�D�W�L�R�Q���D�F�U�R�V�V���S�U�R�G�X�F�W��
lines. This means a single ISP has the ability to track the websites their subscribers visit, 

the shows they watch, the apps they use, their energy habits, their real-time whereabouts 

and historical location, the search queries they make, and the contents of their email 

communications.18 

As a more recent development, retailers have begun to collect biometric information both online 

and in-store. Some retailer websites capture biometric information of consumers purchasing 

certain products like glasses and makeup.19 Others record shoppers in stores as they shop or 

checkout and in some cases use facial recognition technology to identify potential shoplifters.20 

Security companies use digital biometric information (face, fingerprints) to offer facility access 

control and other identity confirmation purposes.21 A number of class action suits have been 

settled against large social media platforms alleging that without consumer consent they scanned, 

stored, and in some cases sold scans of biometric information such as photos to third parties.22 

Finally, information resellers or data brokers are major compilers and sellers of consumer data. 

These companies start with name, address, contact information and add other data like education, 

employment, ethnicity, purchase history, sexual orientation, political orientation, religious 

affiliation, credit history, hobbies, income, whether married, divorced, or convicted of a crime, 

among many other data points)23. These data are dynamically refreshed and include timely and 

18 

https://www.insiderintelligence.com/content/how-retailers-are-using-biometrics-to-identify-consumers-and-shoplifters
https://www.insiderintelligence.com/content/how-retailers-are-using-biometrics-to-identify-consumers-and-shoplifters
https://www.forbes.com/sites/zakdoffman/2019/08/14/new-data-breach-has-exposed-millions-of-fingerprint-and-facial-recognition-records-report/?sh=620f862446c6
https://www.forbes.com/sites/zakdoffman/2019/08/14/new-data-breach-has-exposed-millions-of-fingerprint-and-facial-recognition-records-report/?sh=620f862446c6
https://www.nbcchicago.com/news/local/heres-a-look-at-all-the-settlements-stemming-from-illinois-biometric-privacy-act/2922736/
https://www.nbcchicago.com/news/local/heres-a-look-at-all-the-settlements-stemming-from-illinois-biometric-privacy-act/2922736/
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https://techcrunch.com/2019/05/20/gdpr-adtech-complaints-keep-stacking-up-in-europe/
https://techcrunch.com/2020/09/21/irelands-data-watchdog-slammed-for-letting-adtech-carry-on-biggest-breach-of-all-time/
https://techcrunch.com/2020/09/21/irelands-data-watchdog-slammed-for-letting-adtech-carry-on-biggest-breach-of-all-time/
https://www.statista.com/statistics/1327271/rtb-transfers-us-consumer-data-state/
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consumers have experienced multiple breaches of their personal identifying information, whether 

financial, medical, and/or other. 

The harms to individuals from data breaches are many, including identify theft, consumer 

phishing and smishing scams49, and sextortion.50 The US Department of Justice estimated that 

for one year alone�²2018 �²23 million US residents 16 years or older experienced identify theft. 

https://www.forbes.com/sites/zakdoffman/2020/02/01/ashley-madison-hack-returns-to-haunt-its-victims-32-million-users-now-have-to-watch-and-wait/?sh=7bb95b9a5677
https://www.forbes.com/sites/zakdoffman/2020/02/01/ashley-madison-hack-returns-to-haunt-its-victims-32-million-users-now-have-to-watch-and-wait/?sh=7bb95b9a5677


  

 

  

 

  

 

  

 

 

 



  

  

  

    

  

 

 

 

  

  

 

 
 

   

 

 

 

 
              

�� �� �� �� �� �� �� �� �� �� �� �� �� ��
  

       

   

         

  

  

            

    

  

            

  

       

  

            

          

     

    

           

       

    

           

   

 

         

https://advocacy.consumerreports.org/wp-content/uploads/2022/01/CR_Epic_FTCDataMinimization_012522_VF_.pdf
https://advocacy.consumerreports.org/wp-content/uploads/2022/01/CR_Epic_FTCDataMinimization_012522_VF_.pdf
https://cdt.org/wp-content/uploads/2022/11/CDT-Comments-to-FTC-on-ANPR-R111004.pdf
https://cdt.org/wp-content/uploads/2022/11/CDT-Comments-to-FTC-on-ANPR-R111004.pdf
https://privacyrights.org/sites/default/files/2022-09/California%20Privacy%20Rights%20Act%20Proposed%20Rulemaking%20-%20Comments%20to%20the%20California%20Privacy%20Protection%20Agency%20-%208-23-22.pdf
https://privacyrights.org/sites/default/files/2022-09/California%20Privacy%20Rights%20Act%20Proposed%20Rulemaking%20-%20Comments%20to%20the%20California%20Privacy%20Protection%20Agency%20-%208-23-22.pdf
https://privacyrights.org/sites/default/files/2022-09/California%20Privacy%20Rights%20Act%20Proposed%20Rulemaking%20-%20Comments%20to%20the%20California%20Privacy%20Protection%20Agency%20-%208-23-22.pdf
https://Commonsense.org
https://epic.org


  

 
  

 

 
 

 

 
 

 
 

 

 

  

 

 
 

  

 

 
 

 

 

  

 

 

  

 

 

 

 

 
              

�x Greater consumer awareness of who holds their data, including not only companies with 
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Section II: Digital Child Privacy as a Special Case 

While the consumer privacy principles discussed above are applicable to data collected on 

children, there are issues specific to children that this section discusses. The governing federal 

statute pertaining to the activity of children online and the related responsibilities of companies is 

the Children Online Privacy Protection Act (COPPA). While a crucial step forward in in 

protecting children online, there have been calls to strengthen the regulatory framework in the 

light of issues that experience with the framework have revealed. As is the case with general 

consumer protection, the likelihood that these issues will be addressed at the federal level are 

difficult to assess but can and are being addressed at the state level. This section provides an 

overview of COPPA and related issues and recommendations. 

COPPA Overview 

COPPA was passed in 1998 and is the principal federal legislation protecting children. The 

Federal Trade Commission (FTC) is the implementing agency. It published its first rule in 2000 

and updated it in 2013. 

�7�K�H���&�2�3�3�$���S�U�R�W�H�F�W�L�R�Q�V���H�[�W�H�Q�G���W�R���W�K�H���R�Q�O�L�Q�H���F�R�O�O�H�F�W�L�R�Q���R�I���³�S�H�U�V�R�Q�D�O���L�Q�I�R�U�P�D�W�L�R�Q�´���R�I���F�K�L�O�G�U�H�Q��
under the age of 13.64 It is an important distinction that COPPA does not regulate the content of 

the site that may be considered inappropriate for a child to access.65 The rule applies to three 

�F�D�W�H�J�R�U�L�H�V���R�I���³�R�S�H�U�D�W�R�U�V�´��66 

�x �³�&�R�P�P�H�U�F�L�D�O���Z�H�E�V�L�W�H�V���D�Q�G���R�Q�O�L�Q�H���V�H�U�Y�L�F�H�V�����L�Q�F�O�X�G�L�Q�J���P�R�E�L�O�H���D�S�S�V and IoT devices) 

directed to children under 13 that collect, use, or disclose personal information from 

�F�K�L�O�G�U�H�Q���´ 
�x 

https://access.65
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�7�K�H���F�R�U�Q�H�U�V�W�R�Q�H���R�I���&�2�3�3�$�¶�V���V�W�U�D�W�H�J�\���I�R�U���S�U�R�W�H�F�W�L�Q�J���W�K�H���S�U�L�Y�D�F�\���R�I���F�K�L�O�G�U�H�Q�¶�V���S�H�U�V�R�Q�D�O��
information is the requirement of verifiable parental consent to the information policies of 

covered sites and services.68 So that parents can exercise this control, operators must post a 

�³�F�O�H�D�U���D�Q�G���F�R�P�S�U�H�K�H�Q�V�L�Y�H�´���R�Q�O�L�Q�H���S�U�L�Y�D�F�\���V�W�D�W�H�P�H�Q�W���W�K�D�W���P�X�V�W���D�G�G�U�H�V�V���H�O�H�P�H�Q�W�V���V�W�L�S�X�O�D�W�H�G���E�\���W�K�H��
FTC.69 These include identifying what data will be collected, how it will be used, permit 

verifiable parental consent, and allow parents to withdraw that consent at a later time. 

�8�Q�G�H�U���&�2�3�3�$�����³�S�H�U�V�R�Q�D�O���L�Q�I�R�U�P�D�W�L�R�Q�´���L�Q�F�O�X�G�H�V���W�K�H���I�R�O�O�R�Z�L�Q�J��70 

�x First and last name 

�x A home or other physical address including street name and name of a city or town 

�x Online contact information 

�x A screen or user name that functions as online contact information; 

�x A telephone number 

�x A Social Security number 

�x A persistent identifier that can be used to recognize a user over time and across 

�x different websites or online services 

�x A photograph, �Y�L�G�H�R�����R�U �D�X�G�L�R���I�L�O�H�����Z�K�H�U�H���V�X�F�K���I�L�O�H���F�R�Q�W�D�L�Q�V���D���F�K�L�O�G�¶�V���L�P�D�J�H���R�U���Y�R�L�F�H 
�x Geolocation information sufficient to identify street name and name of a city or 

�x town; or 

�x Information concerning the child or the parents of that child that the operator 

�x 



  

 

   

  

 

  

 

  
 

 

  

 

   

 

 

 

 

  

 

    

 

 

 

 
   

  

  

          

     

       

�� �� �� �� �� ��
  

on the platform. Consequently, the collection of personal information of children without prior 

verifiable parental consent happens as it would for any other users without triggering COPPA 

requirements. The question is whether these platforms should be required where possible to 

https://www.ftc.gov/business-guidance/blog/2019/09/170-million-ftc-ny-youtube-settlement-offers-coppa-compliance-tips-platforms-and-providers
https://www.ftc.gov/business-guidance/blog/2019/09/170-million-ftc-ny-youtube-settlement-offers-coppa-compliance-tips-platforms-and-providers
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 �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� 

provided guidelines to online sites and services to help minimize falsification of age. 76 Further, it 

�K�D�V���V�W�D�W�H�G���W�K�D�W���³�D�Q���R�S�H�U�D�W�R�U���R�I���D���J�H�Qeral audience site or service that chooses to screen its users 

for age in a neutral fashion may rely on the age information its users enter, even if that age 
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identifiers enable these platforms and their networks to track. But again, this data collection on 

children under 13 happens without triggering COPPA requirements and without liability. This is 

because these sites are age gated and post terms of service that require the user to be 13 years old 

or older. They are within the law to acc�H�S�W���W�K�H���X�V�H�U�V�¶���V�H�O�I-reported age. 

Child-directed sites and COPPA compliance. It has been reported that by age 13 the ad tech 

industry holds about 72 million data points on the average child.81 This data collection starts well 

in advance of their participation on social media platforms. 

�3�L�[�D�O�D�W�H���L�V���³�I�U�D�X�G���S�U�R�W�H�F�W�L�R�Q�����S�U�L�Y�D�F�\�����D�Q�G���F�R�P�S�O�L�D�Q�F�H���D�Q�D�O�\�W�L�F�V���S�O�D�W�I�R�U�P���I�R�U���&�R�Q�Q�H�F�W�H�G���7�9��
���&�7�9�������0�R�E�L�O�H���$�S�S�V�����D�Q�G���:�H�E�V�L�W�H�V�´��82 As part of its practice, Pixalate periodically evaluates 

what it assesses to be child-directed apps in the Google Play Store and Apple App Store for 

COPPA compliance risk.83 The key risk factors for child-�G�L�U�H�F�W�H�G���D�S�S�V���F�R�P�S�U�L�V�H���Z�K�D�W���³�S�H�U�V�R�Q�D�O��
�L�Q�I�R�U�P�D�W�L�R�Q�´���L�V���F�R�O�O�H�F�W�H�G�����H���J�������J�U�D�Q�X�O�D�U���*�3�6���F�R�R�U�G�L�Q�D�W�H�V�����,�3���D�G�G�U�H�V�V�������Z�K�H�W�K�H�U���W�K�H���D�S�S�V���K�D�Y�H 
privacy policies, and whether the apps request permission to collect other sensitive information 

(e.g., voice, photographs, videos). 

Given the number of apps, Pixalate analysis of them is mostly automated. A small subset of the 

https://www.researchgate.net/publication/324864696_Won't_Somebody_Think_of_the_Children_Examining_COPPA_Compliance_at_Scale
https://www.researchgate.net/publication/324864696_Won't_Somebody_Think_of_the_Children_Examining_COPPA_Compliance_at_Scale
https://www.pixalate.com/blog/q2-2022-coppa-risk-scorecard-report
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�� �� �� �� �� �� �� ��    
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��  

portions of their code (SDKs) from libraries and not correctly setting the permissions so that they 

neither collect nor transmit information). It could also be �G�X�H���W�R���G�H�Y�H�O�R�S�H�U�V�¶���L�J�Q�R�U�L�Q�J���W�H�U�P�V���R�I 
service attached to SDKs and using software components that are not intended for use in child-

directed apps. 

Among other shortcomings, Dr. Egelman and his researchers underscored the lack of 

security in many child-directed apps in the data transmission itself. 

The most common issue that we observed was the transmission of personal data 

using i�Q�V�H�F�X�U�H���P�H�D�Q�V�����8�Q�G�H�U���&�2�3�3�$�����F�R�Y�H�U�H�G���V�H�U�Y�L�F�H�V���D�U�H���U�H�T�X�L�U�H�G���W�R���³�H�V�W�D�E�O�L�V�K 
and maintain reasonable procedures to protect the confidentiality, security, and 

�L�Q�W�H�J�U�L�W�\���R�I���S�H�U�V�R�Q�D�O���L�Q�I�R�U�P�D�W�L�R�Q���F�R�O�O�H�F�W�H�G���I�U�R�P���F�K�L�O�G�U�H�Q���´���:�K�L�O�H���Q�H�L�W�K�H�U���W�K�H 
�V�W�D�W�X�W�H���Q�R�U���U�H�J�X�O�D�W�L�R�Q�V���G�H�I�L�Q�H���Z�K�D�W���D�U�H���F�R�Q�V�L�G�H�U�H�G���³�U�H�D�V�R�Q�D�E�O�H���S�U�R�F�H�G�X�U�H�V���´ 
Transport Layer Security (TLS) and its predecessor have been industry standards 

more than three decades now; its use is required on U.S. government websites. 

�6�L�P�S�O�\���S�X�W�����L�W���L�V���Q�R�W���F�R�Q�V�L�G�H�U�H�G���³�U�H�D�V�R�Q�D�E�O�H�´���W�R���W�U�D�Q�V�P�L�W���S�H�U�V�R�Q�D�O���L�Q�I�R�U�P�D�W�L�R�Q 
without the use of TLS to secure it. Nonetheless, we observed that 40% of the 

children's apps (2,344 apps) we tested failed to take this reasonable procedure. 

What this means is that for users of these apps, their personal information is 

accessible to any eavesdroppers.92 

It must be noted that the Apple Store and the Google Play Store do require developers to adhere 

to COPPA-informed design guidelines for inclusion in smaller, branded subcategories of child-

directed apps within their stores to assist parents.93 While an important initiative, findings such 

as the foregoing raise questions about the scale of these initiatives and whether more can be done 

to enforce COPPA requirements in the design and functioning of child-directed apps across these 
94stores. 

Use Case: Child-directed Site and Lack of Verifiable Parental Consent 

Within Google Play Store is a family of more than 180 mostly panda-themed apps by BabyBus, 

�D���&�K�L�Q�H�V�H���F�R�P�S�D�Q�\�����$�S�S���W�L�W�O�H�V���L�Q�F�O�X�G�H���³�%�D�E�\���3�D�Q�G�D���&�D�U�H�����³�/�L�W�W�O�H���3�D�Q�G�D���7�R�\���5�H�S�D�L�U���0�D�V�W�H�U�´����

92 Egelman, idem, page 7. 
93 �3�H�U�H�]�� �6�������������� �$�S�U�L�O���������� �*�R�R�J�O�H���3�O�D�\ �D�G�G�V �D���µ�7�H�D�F�K�H�U �$�S�S�U�R�Y�H�G�¶ �Vection to its app store. Tech Crunch. 

https://techcrunch.com/2020/04/15/google-play-adds-a-teacher-approved-section-to-its-app-

store/?guccounter=1&guce_referrer=aHR0cHM6Ly9kdWNrZHVja2dvLmNvbS8&guce_referrer_sig=AQAAAEgd-

kQ4VkUTTgO9iZ8Oth7em4bZhYWXS_aBzvFG-1DnA9fDsRMbaJ-FYwCGBf-eXiWHZ5_szXmTBug21RA-

HeazySsqjjYp0rtZtpIh9p-PXl4vo48bdD3G7K7l3tPSLvYYHRvibyRxQNtHB-J31rTFZ88iMAJvNWUr8zm2XSbZ 

�D�Q�G �3�H�U�H�]�� �6�������������� �6�H�S�W�H�P�E�H�U �������� �,�Q�W�U�R�G�X�F�L�Q�J �$�S�S�O�H�¶�V �1�H�Z �³�.�L�G�V�´���$�S�S �6�W�R�U�H��
https://techcrunch.com/2013/09/22/introducing-apples-new-kids-app-store/ 
94 �6�H�H���3�L�[�D�O�D�W�H ������������ �0�D�U�F�K ������ ���������R�I �$�P�H�U�L�F�D�Q �3�D�U�H�Q�W�V �:�R�U�U�\ �$�E�R�X�W���&�K�L�O�G�U�H�Q�¶�V �2�Q�O�L�Q�H���3�U�L�Y�D�F�\�� �E�X�W���2�Q�O�\ ��������
�0�R�Q�L�W�R�U �$�F�W�L�Y�L�W�\ �5�H�J�X�O�D�U�O�\�´�� �3�L�[�D�O�D�O�H�¶�V �&�(�2���V�W�D�W�H�G �W�K�H���W�Z�R �D�S�S �V�W�R�U�H�V���³�R�Q�O�\ �S�U�R�Y�L�G�H���D���W�D�U�J�H�W���D�J�H���U�D�Q�J�H���I�R�U ������ 
�D�S�S�V �D�W���D���W�L�P�H�´ �D�Q�G �Q�R�W�H�G �W�K�D�W���³�3�L�[�D�O�D�W�H�¶�V �U�H�V�H�D�U�F�K �V�K�R�Z�V���W�K�H�U�H���D�U�H���Q�H�D�U�O�\ ������������ �F�K�L�O�G-directed apps in the Google 

�D�Q�G �$�S�S�O�H���D�S�S �V�W�R�U�H�V�����D�E�R�X�W�����������R�I �Z�K�L�F�K �F�R�O�O�H�F�W���V�H�Q�V�L�W�L�Y�H���G�D�W�D���O�L�N�H���J�H�R�O�R�F�D�W�L�R�Q���´�� �+�H���Z�H�Q�W���R�Q �W�R �V�W�D�W�H���W�K�D�W���W�K�H���³�S�R�O�O��
results beg the question of whether the app operators [the children] are doing this with parental consent as required 

�E�\ �&�2�3�3�$���´ 
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�³�/�L�W�W�O�H���3�D�Q�G�D���6�Z�H�H�W���%�D�N�H�U�\�´�����³�/�L�W�W�O�H���3�D�Q�G�D�¶�V���3�X�S�S�\���3�H�W���&�D�U�H�´�����³�%�D�E�\���3�D�Q�G�D���-�H�Z�H�O���$�G�Y�H�Q�W�X�U�H�´����
�D�P�R�Q�J���P�D�Q�\���R�W�K�H�U�V�������7�K�H���F�R�P�S�D�Q�\�¶�V���S�U�L�Y�D�F�\���S�R�O�L�F�\�����G�D�W�D���V�D�I�H�W�\���G�H�W�D�L�O�V���G�H�Y�H�O�R�S�H�U���S�U�L�Y�D�F�\��
policy) recognizes that a child may be the first one to see the app and improbably directs the 

child to seek parental consent.95 
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�$�V���)�U�D�Q�F�H�V���+�D�X�J�H�Q�¶�V���6�H�Q�D�W�H���W�H�V�W�L�P�R�Q�\���D�Q�G���E�D�F�N�J�U�R�X�Q�G���G�R�F�X�P�H�Q�W�V���L�Q�G�L�F�D�W�H�G�����0�H�W�D�����,�Q�V�W�D�J�U�D�P�¶�V��
owner) had allowed this advertising to occur even while being aware of its harm.100 Fairplay 

estimates that Meta made more than $227 million from all those who follow pro-eating disorder 

accounts on Instagram, $.5 million directly from underage accounts, and $62 million from those 

who follow the underage pro-eating disorder accounts.101 

This practice is not limited to Meta. Google and its YouTube are another example. YouTube 

channels have been established by popular toy makers like Hasbro and Barbie and by numerous 

other content creators with a child-directed focus. The FTC showed in federal court that Google 

and YouTube were aware that these channels were child-directed, that they nonetheless collected 

COPPA-defined personal information of the users, and that they sold targeted advertising on 

these sites. From the small number of child-directed channels that the FTC reviewed, it estimated 

that Google and YouTube earned close to $50 million in advertising revenue. The total 

advertising revenue from the universe of those channels was certainly far more. The $170 

million judgement against Google and YouTube was the largest that the FTC had won in an 

enforcement action.102 

Recommendations to Enhance the Digital Privacy and Protection of Children in Maryland 

The body of research by academics and public interest advocacy organizations validates the 

concerns of parents. Echoing earlier polls, a 2022 Pixalate-Harris poll found that 80% of parents 

�D�U�H���F�R�Q�F�H�U�Q�H�G���D�E�R�X�W���W�K�H�L�U���F�K�L�O�G�U�H�Q�¶�V���S�U�L�Y�D�F�\���Z�K�H�Q���X�V�L�Q�J���D�S�S�V���Z�L�W�K�����������F�R�Q�F�H�U�Q�H�G���D�E�R�X�W���W�K�H�L�U��
�F�K�L�O�G�U�H�Q�¶�V���O�R�F�D�W�L�R�Q���E�H�L�Q�J���W�U�D�F�N�H�G��103 The result has been a number of policy recommendations to 

strengthen child privacy online which have been incorporated into legislation at the state level 

and in proposed bills at the federal level. At a minimum, this report recommends the following 

for Maryland: 

�x Require constructive knowledge in lieu of actual knowledge as the standard against 
which general audience apps and other platforms are held to determine whether 
�W�K�H�\���P�X�V�W���F�R�P�S�O�\���Z�L�W�K �F�K�L�O�G�U�H�Q�¶�V���R�Q�O�L�Q�H���S�U�R�W�H�F�W�L�R�Q�V. As a general matter, constructive 

knowledge would mean �W�K�D�W���J�L�Y�H�Q���W�K�H���G�D�W�D���S�U�D�F�W�L�F�H�V���R�I���D�Q���³�R�S�H�U�D�W�R�U�´���D�V���G�H�I�L�Q�H�G���E�\��



 



  

  

 

 

  

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

  

 

 

 

 

 

 

  

 

 

 

  

 

 

 

 

 

 

 
 



  

 

 

  

   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

APPENDIX A 

OVERVIEW OF CONSUMER PRIVACY RIGHTS LEGISLATION 

AT THE STATE AND FEDERAL LEVELS 
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Overview of State Consumer Privacy Rights Legislation 

Quinn Laking 

Third-year Law Student, University of Maryland School of Law 

Legal Intern, Center for Health and Homeland Security 

University of Maryland 

I. Introduction 
With an absence of federal legislation regulating consumer privacy, states have introduced and 

�S�D�V�V�H�G���O�D�Z�V���W�R���S�U�R�W�H�F�W���W�K�H�L�U���F�L�W�L�]�H�Q�V�¶���G�D�W�D���S�U�L�Y�D�F�\���L�Q���W�K�H���P�D�U�N�H�W�S�O�D�F�H�����6�L�Q�F�H���������������I�L�Y�H���V�W�D�W�H�V��
(California, Colorado, Connecticut, Virginia, and Utah) have passed comprehensive consumer 

privacy laws.111 As of August 11th, 2022, four additional states (Michigan, New Jersey, Ohio, 

and Pennsylvania) have active bills in committee which follow the example of the five states 

with statutory consumer privacy laws.  A further twenty-five states, including Maryland, have 

introduced data privacy bills that are no longer active for various reasons. These introduced and 

passed State Privacy Acts confer both consumer rights and business obligations, utilizing a two-

prong approach to protect consu�P�H�U�V�¶���G�D�W�D���S�U�L�Y�D�F�\�� 

II. Consumer Rights 
Consumer rights, the first prong in State Data Privacy Acts, explicitly grant consumers data 

rights to access, rectification, deletion, restriction, portability, opt out of sales and/or automated 

decision making, and, sometimes, a private right of action. This bundle of rights empowers the 

�F�R�Q�V�X�P�H�U���W�R���E�H���L�Q�I�R�U�P�H�G���D�E�R�X�W���W�K�H�L�U���G�D�W�D�¶�V���F�R�O�O�H�F�W�L�R�Q���D�Q�G�����L�Q���P�D�Q�\���F�D�V�H�V�����F�R�Q�W�U�R�O���E�X�V�L�Q�H�V�V�¶�V���X�V�H 
of that data to some extent. 

A. Right to Access, Portability, Rectification, and Deletion of Personal 
Information 

�8�E�L�T�X�L�W�R�X�V���D�F�U�R�V�V���D�O�O���V�W�D�W�H�V���Z�L�W�K���D�F�W�L�Y�H���R�U���L�Q�D�F�W�L�Y�H���S�U�L�Y�D�F�\���E�L�O�O�V���D�Q�G���O�D�Z�V�����Z�D�V���D���F�R�Q�V�X�P�H�U�¶�V���U�L�J�K�W 
to access. This right empowers a consumer to access the information or categories of information 

https://iapp.org/media/pdf/resource_center/State_Comp_Privacy_Law_Chart.pdf
https://iapp.org/resources/article/us-state-privacy-legislation-tracker/
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same as the right to deletion, which is detailed below. Of the nine states with active privacy bills 

or laws, only Utah did not include the right to rectification. Of the states with inactive privacy 

bills, only four out of twenty-three states did not include a right to rectification in the proposed 

bill. 

Finally, all nine states with active data privacy bills or laws, and almost all states with inactive 

privacy bills included the right to deletion. This right is the final logical step in empowering the 

consumer to control their personal information collected by businesses. The right of deletion 

guarantees a consumer the right to request deletion of their collected data under certain 

circumstances. The bills and laws vary on the scope of this right and include some exceptions.112 

For example, the California privacy law defines the deletion right as the right to request deletion 

for any data collected from the consumer. By contrast, the Virginia law gives the consumer the 

right to request deletion of any data collected from or obtained about the consumer. The Virginia 

law gives the consumer the ability to request deletion of information they did not provide to the 



  

 

  
  

 

 

  

 

 

 

 

 

 

 

  

 

 

 

 

 

 

  

  

  

��  

 

 

  

III. Business Obligations 
Business obligations, the second prong in State Data Privacy Acts, creates affirmative 

�U�H�V�S�R�Q�V�L�E�L�O�L�W�L�H�V���I�R�U���D�Q�\���E�X�V�L�Q�H�V�V���F�R�O�O�H�F�W�L�Q�J���F�R�Q�V�X�P�H�U�V�¶���S�H�U�V�R�Q�D�O���G�D�W�D�����7�K�H�V�H���R�E�O�L�J�D�W�L�R�Q�V���F�U�H�D�W�H���D�Q��
environment friendly towards consumer data privacy and operates as a set of standards that 

businesses must comply with without the need for an invocation of consumer rights. 

A. Opt-In Default Age Requirement 
All states with active or inactive privacy bills and laws, except for Arizona, incorporated an opt-

in by default age requirement. Generally, this provision of the bill or law requires a business to 

�P�D�N�H���G�D�W�D���F�R�O�O�H�F�W�L�R�Q���V�D�O�H�V���D�Q���³�R�S�W-�L�Q�´���I�H�D�W�X�U�H�����U�D�W�K�H�U���W�K�D�Q���D�Q���³�R�S�W-�R�X�W�´���I�H�D�W�X�U�H�����&�R�Q�V�H�T�X�H�Q�W�O�\�����E�\��
default, when a consumer interacts with a business the collected information will not be sold 

�X�Q�W�L�O���W�K�H���F�R�Q�V�X�P�H�U���K�D�V���J�L�Y�H�Q���S�H�U�P�L�V�V�L�R�Q���I�R�U���W�K�H���E�X�V�L�Q�H�V�V���W�R���X�V�H���W�K�H�L�U���G�D�W�D���I�R�U���S�U�R�I�L�W�����(�D�F�K���V�W�D�W�H�¶�V��
provision varied in its specific requirements, limiting the requirement by age or by information 

type. 

Over two-thirds of states with active or inactive data privacy bills limited the opt-in default 

�U�H�T�X�L�U�H�P�H�Q�W���E�\���D�J�H�����7�K�L�V���U�H�T�X�L�U�H�V���E�X�V�L�Q�H�V�V�H�V���W�R���S�U�R�W�H�F�W���\�R�X�Q�J���F�R�Q�V�X�P�H�U�V�¶���G�D�W�D from sale, but 

older consumers would not need to be provided with an opt-in feature by default. The age 

threshold ranges from 13 to 18, depending on the state. A handful of states with inactive bills had 

no age requirement, instead the opt-in by default feature was required for everyone of all ages. It 

is notable, however, that of the five states with active data privacy laws, only opt-in default 

provisions that were limited by age passed into law. All five states set the age requirement at 

either 13 or 16, where consumers over this age did not need to be given the opt-in default. 

Some states limited the opt-in default by sensitivity of information sold, instead of or in 

conjunction with an age requirement. Sensitive data is defined differently by each state in their 

local laws but typically involves all personal information of children and sensitive information of 

adults. Of the five states with active data privacy laws, three of them only require an opt-in by 

default for the sale of sensitive information. �,�Q���W�K�R�V�H���W�K�U�H�H���V�W�D�W�H�V�����W�K�H���V�D�O�H���R�I���D���F�R�Q�V�X�P�H�U�¶�V���Q�R�Q-

sensitive personal information is presumptively allowed, but the consumer must opt-in to the sale 

of their sensitive information. Around half of the states with inactive privacy bills proposed an 

opt-in by default requirement for sensitive information, usually in conjunction with an age 

requirement. From all of the above data it can be seen that states are prioritizing preventing the 

�V�D�O�H���R�I���F�K�L�O�G�U�H�Q�¶�V���V�H�Q�V�L�W�L�Y�H���G�D�W�D���E�\���U�H�T�X�L�U�L�Q�J���E�X�V�L�Q�H�V�V�H�V���W�R���S�U�R�Y�L�G�H���D�Q��opt-in option by default for 

data sales.  

B. Notice Requirement, Prohibition on Discrimination, and Purpose Limitation 
Ubiquitous in all states with active or inactive privacy bills or laws is a notice requirement for 

businesses. This requirement obliges a business to provide notice to consumers about certain data 

privacy practices of the business.  This provision codifies an already common practice for most 

�E�X�V�L�Q�H�V�V�H�V���D�Q�G���H�Q�V�X�U�H�V���F�R�Q�V�X�P�H�U�V���D�U�H �D�Z�D�U�H���R�I���H�D�F�K���E�X�V�L�Q�H�V�V�¶�V���G�D�W�D���F�R�O�O�H�F�W�L�R�Q���S�R�O�L�F�L�H�V�� 
Ubiquitous in all states with active data privacy bills or laws and extremely common in states 

with inactive data privacy bills is the prohibition against discrimination for consumers asserting 

their data privacy rights. This provision ensures consumers can assert thels o0
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All nine states with active data privacy bills or laws, except Utah, include a purpose limitation 

�S�U�R�Y�L�V�L�R�Q�����7�K�H���S�X�U�S�R�V�H���O�L�P�L�W�D�W�L�R�Q���E�R�U�U�R�Z�V���I�U�R�P���W�K�H���(�8�¶�V���*�H�Q�H�U�D�O���'�D�W�D���3�U�R�W�H�F�W�L�R�Q���5�H�J�X�O�D�W�L�R�Q��
and prohibits the collection of personal information except for a specific purpose. The states with 

inactive data privacy bills also very frequently contained a purpose limitation requirement. This 

provision generally holds businesses accountable for informing the consumer of the purpose 

behind collectin�J���W�K�H���F�R�Q�V�X�P�H�U�¶�V���G�D�W�D�����D�Q�G���W�K�H�Q���I�R�O�O�R�Z�L�Q�J���W�K�U�R�X�J�K���R�Q���W�K�D�W���F�R�P�P�X�Q�L�F�D�W�L�R�Q���E�\��
using the collected data as they stated it would be used and not for another purpose. This 

�S�U�R�Y�L�V�L�R�Q���L�V���J�U�R�X�Q�G�H�G���L�Q���I��R��V�X�P�J�U�—��`W�K�H���GPI�I

https://www.ftc.gov/system/files/documents/public_statements/1577067/p065404dpipchoprastatement.pdf




  

              

             

           

              

               

                   

             

                

              

              

            

             

               

              

              

              

              

             

               

              

    

https://www.congress.gov/bill/117th-congress/house-bill/8152/text
https://iapp.org/news/a/us-senate-committee-advances-two-childrens-privacy-bills
https://www.congress.gov/bill/117th-congress/senate-bill/1628/text


  

 

 

 

 

       

     

              

                 

    

 

 

  

  

  

 

 

  

 

 

 

                 

           

     

     

    

   

  

 

 
  

  

also provides additional protections with respect to personal data of individuals under the age of 

17. It further prohibits companies from using personal data to discriminate based on specified 

protected characteristics. 

Additionally, companies must implement security practices to protect and secure personal data 

against unauthorized access, and the Federal Trade Commission (FTC) may issue regulations for 

complying with this requirement. The bill provides for enforcement of these requirements by the 

FTC and state attorneys general. Beginning four years after the bill's enactment, individuals may, 

subject to certain notification requirements, bring civil actions for violations of the bill. The bill 

preempts state laws that are covered by the provisions of the bill except for certain categories of 

state laws and specified laws in Illinois and California. 

The Consumer Online Privacy Rights Act (COPRA): Introduced by Sen. Maria Cantwell (D-

WA) in the Senate Committee of Commerce, Science and Transportation.120 This bill applies to 

entities that process or transfer consumer data and requires that the Federal Trade Commission 

establish a new bureau to assist in the enforcement of its provisions. The bill requires entities to: 

(1) make their privacy policy publicly available and provide an individual with access to their 

personal data; (2) delete or correct, upon request, information in an individual's data; (4) export, 

upon request, an individual's data in a human-readable and machine-readable format; (5) 

establish data security practices to protect the confidentiality and accessibility of consumer data; 

and (6) designate a privacy officer and a data security officer to implement and 

https://www.congress.gov/bill/117th-congress/senate-bill/919/text
https://www.congress.gov/bill/117th-congress/senate-bill/3195/text


  

        

 

                

https://republicans-energycommerce.house.gov/wp-content/uploads/2021/11/2021.11.02-Republican-CODADraft-.pdf
https://www.congress.gov/bill/117th-congress/house-bill/6027/text
https://republicans-energycommerce.house.gov/wp-content/uploads/2021/11/2021.11.02-Republican-CODADraft-.pdf



